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ADMISSIBILITY OF DIGITAL EVIDENCE
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ABSTRACT

In recent years, the Indian legal system has been facing a lot of growing dependence on
electronic records as a key in both civil and criminal trials. From WhatsApp messages about
money laundering cases to location data used in rape trials, digital evidence now plays an
important role. Yet, India’s legal and forensic institutions struggle to keep pace with the speed
and complexity of modern technology. This paper explores the status of digital evidence
admissibility under Indian law, particularly through section.” Section 65B of the Indian
Evidence Act highlights critical gaps in forensic standards, certification procedures, and
infrastructure. Drawing on landmark cases and reports, this research advocates for systemic

reform in how digital evidence is handled, authenticated, and assessed.
Keywords: Digital Evidence, Section 65B, Admissibility in Indian Law.
INTRODUCTION

In September 2023, a Bengaluru-based cyberstalking case drew national attention, not for the
crime itself, but for how digital evidence was introduced in court. The prosecution leaned
heavily on WhatsApp conversations and screenshots stored in cloud servers, but the defence
challenged their admissibility on technical grounds. This case wasn't an exception; it’s
emblematic of a wider legal challenge India is grappling with: the evidentiary reliability of

digital information.

Our society has become increasingly data-driven. Personal and professional lives now unfold

through online chats, emails, transactions, and even alibis. In this environment, courts are being

"BBA LLB, THIRD YEAR, SAVITRIBAI PHULE PUNE UNIVERSITY, PUNE.
! Indian Evidence Act 1872, s 65B.
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asked to evaluate digital records with the same gravity as traditional documents. But how

prepared is the Indian judiciary to do so?

Despite the passage of the Information Technology Act? in 2000 and reforms in the Indian
Evidence Act, there remains a significant mismatch between law and technology. Sections 65A
and 65B were introduced to bridge this gap, but their application in courtrooms often leads to

confusion rather than clarity.

This paper examines India’s current legal and forensic mechanisms dealing with digital
evidence. It critically analyses major judgments- Anvar P.V. v. P.K. Basheer,® Arjun Panditrao
Khotkar v. Kailash Kushanrao Gorantyal’, and assesses operational shortcomings in digital
forensics. The goal is to propose actionable legal reforms to ensure digital evidence can be

trusted not just in theory, but in practice.
INDIAN LEGAL FRAMEWORK ON DIGITAL EVIDENCE

The Indian legal system began recognising digital evidence formally with the amendment of
the Indian Evidence Act, 1872, following the enactment of the Information Technology Act,
2000. The introduction of Sections 65A and 65B marked a crucial step in aligning evidentiary
rules with digital advancements. However, their implementation has raised more questions than

answers in practice.

Section 65B of the Evidence Act deals specifically with the admissibility of electronic records.
It states that any information contained in an electronic record that is printed, stored, recorded,
or copied shall be deemed admissible as evidence, provided a certificate under Section 65B(4)

is submitted. This certificate must specify:

e The identifying particulars of the electronic device,
e The method by which the data was produced,

e And the responsibility of the person producing such a certificate.

This framework was clarified in the landmark judgment of Anvar P.V. v. P.K. Basheer, where
the Supreme Court held that oral evidence cannot be a substitute for the certificate mandated

under Section 65B, making it a condition precedent for admissibility of secondary electronic

2 Information Technology Act 2000, s 79A.
3 Anvar P.V. v. P.X. Basheer (2014) 10 SCC 473.
4 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020) 7 SCC 1.
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records. The Court categorically ruled out exceptions, emphasising that electronic evidence

without such certification is legally inadmissible, regardless of its relevance or material value.’

However, this created practical challenges, especially in criminal cases where the electronic
device is not always in the possession of the party seeking to submit the evidence. To address
this, the Court in Shafhi Mohammad v. State of Himachal Pradesh carved out a relaxation by

allowing such evidence without a 65B certificate if the party was not in control of the device.¢

This temporary relief was short-lived. In Arjun Panditrao Khotkar v. Kailash Kushanrao
Gorantyal, a three-judge bench overruled Shafhi Mohammad, reaffirming that the 65B
certificate is mandatory and non-negotiable, even for evidence retrieved from third-party
servers like WhatsApp or Facebook.” This restored a rigid yet clear framework, though still

burdensome for parties lacking technological access or expertise.

Additionally, Section 3 of the Indian Evidence Act broadened the definition of “documents” to
include electronic records, ensuring they are treated with legal parity. Sections 59 and 60 were
also expanded to ensure that oral evidence related to digital documents must align with

documentary proof norms.

The Information Technology Act, 2000, further complements this by introducing Section 79A,
which empowers the Central Government to notify “Examiners of Electronic Evidence”
institutions designated to analyse and certify digital evidence.® Yet, critics argue this provision
remains underutilised due to the absence of sufficient accredited forensic labs and standard
operating procedures (SOPs). Together, these laws and judgments form the backbone of India’s
digital evidentiary regime. However, their application remains fraught with procedural hurdles,

especially in trial courts where forensic expertise is limited.
TECHNICAL FOUNDATIONS OF CYBER FORENSICS IN INDIA

In legal disputes involving digital content, whether a cyber fraud case or a defamation trial
involving social media posts, the strength of a claim often hinges on the technical reliability of

the evidence. For courts to rely on such evidence, it must not only meet statutory admissibility

5 Anvar P.V. v. P.K. Basheer (2014) 10 SCC 473.

¢ Shathi Mohammad v. State of Himachal Pradesh (2018) 2 SCC 801.

7 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020) 7 SCC 1.
8 Information Technology Act 2000, s 79A.
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standards but also be supported by scientifically sound forensic processes. Cyber forensics thus

acts as the bridge between raw data and admissible digital proof.
What is Digital Forensics?

Digital forensics refers to the application of scientific techniques to collect, preserve, and
analyse electronic data in a way that ensures its authenticity, accuracy, and legal acceptability.
It involves specialised tools and methodologies to handle everything from disk imaging and

metadata analysis to encryption-breaking and malware detection.

The Scientific Working Group on Digital Evidence (SWGDE) defines digital evidence as any
information of probative value that is stored or transmitted in binary form.” For Indian courts
to accept this form of evidence, forensic experts must follow internationally accepted

procedures- a task that remains inconsistent across jurisdictions in India.

Core Procedures in Cyber Forensics: A proper forensic investigation typically includes the

following critical steps:

e Acquisition of Evidence: Creating a forensic image (bit-by-bit copy) of the digital
device using write-blocking tools to ensure the original data remains untouched.

e Hashing and Integrity Verification: Tools such as MD5, SHA-1, and SHA-256 are
employed to generate cryptographic hash values before and after imaging. This
confirms that the data hasn’t been tampered with.

¢ Chain of Custody Documentation: Maintaining a clear, written trail of how the digital
evidence was handled, from the moment it was collected to its presentation in court. A
single gap in this chain can invalidate otherwise solid evidence.

e Analysis and Reporting: Using certified tools like EnCase, FTK (Forensic Toolkit),
and Autopsy, experts analyse data to retrieve deleted files, uncover hidden partitions,

examine metadata, or reconstruct activity logs.

Unfortunately, while these methods are well-documented in Western forensic practice, India

lacks uniformity in their adoption.

% Scientific Working Group on Digital Evidence, ‘Best Practices for Computer Forensics’ (SWGDE, 2022)
https://www.swgde.org/documents/published accessed 26 June 2025.
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Challenges in the Indian Forensic Landscape: Despite being central to digital justice, India's

forensic infrastructure faces deep-rooted systemic issues:

Lack of Standard Operating Procedures (SOPs): There is no central regulatory body that
mandates SOPs across India. As a result, agencies like the police and regional forensic labs
often follow ad hoc or outdated practices. The 185th Law Commission Report highlighted this
gap as far back as 2003.1°

Under-resourced Forensic Labs: Though Section 79A of the IT Act allows the government
to designate “Examiners of Electronic Evidence,” only a handful of Central Forensic Science
Laboratories (CFSLs) have this status. Labs in Hyderabad, Chandigarh, and Kolkata remain
overburdened, and delays in evidence processing are common. Most state-level labs lack ISO

certifications, modern forensic tools, or adequately trained staff.

Unqualified Personnel: Many police officers and even some public prosecutors lack the
technical knowledge to preserve digital evidence without compromising its integrity. Improper
seizure, failure to use write blockers, or neglecting hash verification often results in data

corruption or inadmissibility.

Case Studies of Forensic Lapses: In several high-profile cases, faulty forensic practices have

jeopardised trials:

e In the Aarushi Talwar case, discrepancies in call data records and handling of email
metadata led to significant delays and controversy around evidence credibility.!!

e In cybercrime cases involving WhatsApp chats, courts have sometimes accepted
screenshots without verifying the device source or hash integrity, contradicting the

Arjun Panditrao precedent.!?

GAPS & CHALLENGES IN INDIAN PRACTICE

While Indian law theoretically provides a framework for admitting digital evidence through
provisions like Section 65B of the Indian Evidence Act and Section 79A of the Information

Technology Act, its practical application reveals multiple gaps. These challenges range from

10T aw Commission of India, ‘185th Report on the Indian Evidence Act’ (2003)
https://lawcommissionofindia.nic.in/reports/185thReport-Partl.pdf accessed 26 June 2025.

! Deeptiman Tiwary, ‘Talwars Get Benefit of Doubt as CBI’s Case Fails to Nail Them’ The Indian Express
(New Delhi, 13 October 2017).

12 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020) 7 SCC 1.
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the absence of standardised procedures to limited infrastructure, making the evidentiary

process inconsistent and sometimes unreliable.

Absence of Standard Operating Procedures (SOPs): One of the most significant
deficiencies in India’s digital forensic landscape is the lack of uniform Standard Operating
Procedures (SOPs) for the seizure, imaging, examination, and preservation of electronic
evidence. Different state police departments and forensic agencies follow their internal
processes, often based on outdated training or informal practices. This non-standardisation

directly impacts the integrity and admissibility of evidence.

For example, evidence imaged without write-blockers, or proper hash verification, can easily
be challenged in court—even if it’s materially true. Yet in many cases, trial courts are either

unaware of these nuances or overlook them due to time constraints and caseloads.

The Law Commission’s 185th Report emphasised the urgent need for codified guidelines
governing forensic processes in criminal investigations, but no comprehensive legislation has

been introduced so far.!3

Limited Infrastructure and Overburdened Labs: India has only a few government-notified
forensic labs under Section 79A that are authorised to examine digital evidence. These include
the Central Forensic Science Laboratories (CFSLs) in cities like Hyderabad, Kolkata, and
Chandigarh. These labs are responsible for processing a vast number of cases, often resulting
in months-long backlogs. In most states, there is no digital forensic lab at all. Even when

facilities exist, they may lack:

e Adequate hardware for imaging large-scale storage media,
e Certified software tools like EnCase or FTK,
e And most importantly, trained personnel who can produce court-admissible forensic

reports.

13 Law Commission of India, 185th Report on the Indian Evidence Act (2003)
https://lawcommissionofindia.nic.in/reports/185thReport-Partl.pdf accessed 26 June 2025.
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According to a 2021 study by B. Narsing Rao, most digital forensics professionals in India do
not meet global competency benchmarks, and many labs operate without ISO 17025

certification, which is the minimum quality standard for forensic science laboratories.'*

Lack of Training Among Legal and Police Personnel: Perhaps one of the most under-
acknowledged challenges is the training gap. Many police officers and legal practitioners are

not adequately trained in the technical aspects of digital evidence. This leads to:

e Mishandling of digital devices during a seizure,
e Ignorance about volatile evidence like RAM data,

e And an inability to scrutinise forensic reports presented in court.

Justice B.N. Srikrishna, in his 2022 NALSAR Lecture, underscored the fact that even judges
often lack familiarity with basic forensic concepts like metadata, hash values, and chain of
custody documentation. As a result, procedural lapses are overlooked, or worse, inadmissible

evidence is allowed into the record without scrutiny. !>

Jurisdictional Complexities and Cloud-Based Evidence: The explosion in cloud storage
services presents serious jurisdictional complications. Evidence stored on Gmail servers or
WhatsApp backups might reside in data centres outside India. Accessing this information often
requires a Mutual Legal Assistance Treaty (MLAT) or cooperation from a foreign jurisdiction,

which is time-consuming and uncertain.

Currently, India lacks a robust data-sharing agreement with many tech companies and foreign
governments. As a result, even when a court order is issued, companies may refuse to share

data, citing their home country’s privacy or procedural laws.

Anirudh Burman has noted that the absence of a legal framework to retrieve cross-border data
significantly weakens the prosecution’s case in cybercrime matters, especially when time-

sensitive or encrypted information is involved.!®

14 B Narsing Rao, ‘Digital Forensics Infrastructure in India’ (2021) 11(2) International Journal of Law and
Justice 221.

15 Justice B.N. Srikrishna, ‘Judiciary in the Era of Digital Evidence’ (NALSAR Lecture, Hyderabad, 2022).

16 Anirudh Burman, ‘Cross-Border Access to Evidence in the Cloud: Legal Challenges’ (Carnegie India, 14 May
2020) https://carnegieindia.org/2020/05/14/cross-border-access-to-evidence-in-cloud-legal-challenges-pub-
81724 accessed 26 June 2025.
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Invisibility of Volatile and Live Data: Live data from IoT devices, RAM, system logs, or
mobile app cache can often hold the most accurate snapshots of criminal activity. However,

India’s procedural law offers no clear protocol for seizing or preserving volatile evidence.

For instance, RAM content, which may reveal active sessions or unsaved communication, is
lost once a system shuts down unless captured immediately using live forensic tools. The same

goes for logs of connected devices or encrypted temporary files.

Since the Code of Criminal Procedure (CrPC) and the Indian Evidence Act do not address this
explicitly, such evidence is either ignored or inadmissible. This results in lost opportunities for
justice, especially in cases involving identity fraud, cryptocurrency crimes, and real-time

surveillance data.

RECOMMENDATIONS FOR STRENGTHENING THE ADMISSIBILITY OF
DIGITAL EVIDENCE IN INDIA

The increasing use of digital evidence in courts has made it imperative for India to modernise
its legal and forensic frameworks. While the statutory base exists, gaps in enforcement,
infrastructure, and professional capacity continue to undermine the credibility of digital proof.
The following recommendations aim to create a comprehensive, future-proof system that

ensures the authenticity, integrity, and admissibility of digital evidence in Indian courts.

Enact a Digital Evidence Protocol Act: One of the most urgent legislative needs is a
standalone Digital Evidence Protocol Act. Unlike conventional documents, digital evidence is
volatile and prone to alteration, making the method of its handling as important as its content.

The proposed law should:

e Mandate uniform procedures for the collection, acquisition, imaging, storage, and
analysis of digital data;

e Include provisions on hash value verification, use of write blockers, and documentation
of every forensic step.

e Define clear protocols for handling volatile evidence like RAM content, system logs,
and mobile cache.

e Make compliance with Section 65B and chain of custody logs a statutory necessity.
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This would empower law enforcement agencies and judicial officers with a common rulebook
to reduce ambiguity and inconsistent practices. One of the most urgent legislative needs is a
standalone Digital Evidence Protocol Act, a recommendation that was also hinted at in the Law

Commission’s 185th Report.!’

Establish a National Digital Forensics Accreditation Authority (NDFAA): India lacks a
centralised body to monitor the quality and credibility of forensic labs and experts. Setting up
a National Digital Forensics Accreditation Authority (NDFAA) would be instrumental in

bringing accountability to this space. This agency should:

e Be empowered under the IT Act to certify labs under Section 79A;!®

e Set and periodically update minimum technical standards and SOPs for all accredited
forensic institutions;

e Maintain a registry of qualified examiners who are trained in digital analysis, evidence
reporting, and courtroom testimony;

e Conduct surprise audits and assessments to maintain quality benchmarks.

The UK’s Forensic Science Regulator offers a practical model,!” but India's version must be

tailored to its own caseload, resource constraints, and legal diversity.

Mandatory Training for Judges, Police & Prosecutors: Even the best legal framework fails

without human capacity. Therefore, regular, mandatory training should be provided to:

e Trial court judges, especially in the lower judiciary, are where most digital evidence is
first introduced.

e Investigating officers and cybercrime police, to handle digital devices without
corrupting data;

e Public prosecutors, to scrutinise forensic reports, challenge improper methods, and

establish admissibility in court.

This training should include:

17 Law Commission of India, 185th Report on the Indian Evidence Act (2003)
https://lawcommissionofindia.nic.in/reports/185thReport-Partl.pdf accessed 26 June 2025.

18 Information Technology Act 2000, s 79A.

19 UK Forensic Science Regulator, Codes of Practice and Conduct for Forensic Science Providers and
Practitioners in the Criminal Justice System (2021) accessed 26 June 2025.
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e Practical exercises on metadata, hashing, and file path recovery;
e Understanding mobile forensics, encrypted messages, and cloud storage logs;
e Real-case simulations involving digital seizure and cross-examination of forensic

experts.

Training modules can be developed in collaboration with the Judicial Academies, BPR&D
(Bureau of Police Research & Development), and academic institutions specialising in
cyberlaw.?? “Justice B.N. Srikrishna, in his 2022 NALSAR Lecture, underscored the fact that
even judges often lack familiarity with basic forensic concepts like metadata, hash values, and

chain of custody documentation.”?!

Amendments to the Indian Evidence Act and CrPC: Certain statutory amendments can

remove interpretative confusion and modernise India’s criminal justice machinery:

e Section 3 of the Evidence Act should formally define terms like chain of custody,
hashing, and forensic imaging, making them part of legal vocabulary.
e A new Section in the CrPC should be added to outline procedures for:
» Seizure of digital devices;
» Live forensics during raids (especially for volatile data);
» Chain-of-custody documentation protocols.
e Section 65B compliance should be made procedural, not discretionary, to prevent

inconsistent admissibility decisions.

These amendments would not only clarify procedures but also serve as legal safeguards for

both prosecution and defence.

Creation of a Digital Evidence Repository (DER): To prevent tampering, ensure traceability,
and standardise data preservation, India should establish a secure, centralised Digital Evidence

Repository (DER). This platform could:

e Allow police, forensic labs, and courts to upload digital exhibits with accompanying
hash logs;

e Automatically generate timestamped entries for every access or modification.

20 Bureau of Police Research & Development, Model Standard Operating Procedures for Seizure and
Preservation of Electronic Evidence (BPR&D, 2021).

2! Justice B.N. Srikrishna, ‘Judiciary in the Era of Digital Evidence’ (NALSAR Public Lecture Series,
Hyderabad, 2022).
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e Enable courts to cross-verify the chain of custody and ensure that only authenticated

copies are used during the trial.

The DER system would significantly reduce data loss, evidentiary tampering, and file

corruption- common issues in high-volume cybercrime cases.

Public Awareness and Legal Aid Access: Finally, as more individuals face digital evidence
in civil disputes, such as online defamation, cyberbullying, or matrimonial cases involving
digital trails, public awareness becomes essential. Legal aid clinics, particularly those in law

schools, can play a key role by:

e Offering free verification of evidence such as chat logs, screenshots, or metadata;
e Educating citizens on what qualifies as admissible digital evidence;
e Helping litigants generate valid 65B certificates or guiding them through forensic

procedures.

This would democratize access to justice in cyber matters and reduce dependency on costly

private forensic services.
FUTURE OUTLOOK - EMERGING TRENDS AND LEGAL READINESS

As digital ecosystems continue to evolve rapidly, India’s approach to cyberlaw and forensics
must not only react to existing challenges but also anticipate future ones. Courts are now
routinely presented with evidence from encrypted messaging apps, blockchain-based
transactions, and data from smart devices. These emerging trends signal a need for proactive

legal and forensic preparedness.

Blockchain Timestamping for Evidence Integrity: One of the most promising developments
in the evidentiary domain is blockchain technology, particularly for ensuring the immutability
of timestamps. When integrated into forensic documentation, blockchain can offer tamper-

proof chains of custody for digital evidence.

Imagine a digital photograph seized from a crime scene. By registering its hash value on a
blockchain at the time of acquisition, investigators can irrefutably prove its originality and date.

Any tampering would instantly become detectable.
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This method was explored in depth in a 2021 study by Hitoshi Okada et al., who demonstrated
how blockchain-based timestamping could automate evidence preservation in legal systems

through decentralised verification.??

In India, government agencies like NIC and CERT-In have already piloted blockchain in
record-keeping for land titles and academic certificates. Adopting this technology for forensic
logs could elevate the evidentiary value of digital material, especially in cybercrime and white-

collar offences.

Artificial Intelligence in Digital Forensics: Artificial Intelligence (AI) has already begun
transforming digital forensics by automating repetitive tasks and identifying anomalies across

massive datasets. For instance, Al tools can:

e Flag inconsistencies in metadata;
e Detect manipulated images or deepfakes;
e Analyse terabytes of logs to locate suspicious activity;

e Predict file tampering based on behavioural patterns.

In India, certain enforcement agencies like the Delhi Police’s Cyber Cell have begun
experimenting with Al-based forensic tools to extract insights from seized devices. However,
there is currently no national framework for governing the use of Al in legal investigations.
These raise concerns over accuracy, algorithmic bias, and admissibility. To ensure Al outputs

are legally valid, Indian policymakers must consider:

e Mandating transparency and explainability in Al models used for forensic purposes;
e Setting standards for expert testimony related to Al-generated evidence;

¢ And integrating Al validation into Section 79A certification practices.
This will not only boost efficiency but also ensure legally sustainable digital investigations.

Cyber Diplomacy and Cross-Border Data Cooperation: Another crucial aspect of India’s
legal future lies in international cooperation. As cybercrimes often involve servers and digital

assets stored abroad, evidence acquisition becomes a jurisdictional quagmire. Currently, India

22 Hitoshi Okada and others, ‘Blockchain Technology for Ensuring Evidence Integrity in Legal Investigations’
(2021) 29 Computer Law and Security Review 105554.
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relies on Mutual Legal Assistance Treaties (MLATSs), which are time-consuming and often

yield delayed or partial results. A more strategic approach would involve:

¢ Entering bilateral and multilateral treaties specifically focused on digital evidence (e.g.,
expedited data requests, joint forensic investigations);

e Participating in global conventions like the Budapest Convention on Cybercrime,
which outlines procedures for accessing and preserving transnational electronic
evidence;

e Establishing cyber liaison officers in embassies to coordinate digital investigations

across borders.

Anirudh Burman argues that proactive diplomacy is as critical as technological preparedness
in the context of digital evidence, especially when private tech companies are often gatekeepers
of crucial data.?®* As India develops its own Digital Personal Data Protection Act and negotiates

cross-border data transfer agreements, the evidentiary implications must be kept in focus.

Future Role of Forensic Education and Legal Academia: The evolution of cyberlaw and
digital evidence will also depend on how well India integrates forensic literacy into its legal

education. Law schools, judicial academies, and bar councils must adapt curricula that include:

e Practical training on evidence tools (e.g., EnCase, Autopsy);
e Interdisciplinary courses combining law, IT, and ethics;
e (Case simulations involving real-time seizure, imaging, and certification of digital

evidence.

By nurturing a generation of tech-aware legal professionals, India can ensure its courts are not

outpaced by digital crimes.
CONCLUSION - REIMAGINING DIGITAL JUSTICE IN INDIA

India's legal system is at a pivotal moment. As digital tools continue to influence every aspect
of life, from banking and communication to crime and conflict, the courtroom must evolve to

ensure justice reflects the complexities of a digital age.

23 Anirudh Burman, ‘Cross-Border Access to Evidence in the Cloud: Legal Challenges’ (Carnegie India, 14 May
2020) https://carnegieindia.org/2020/05/14/cross-border-access-to-evidence-in-cloud-legal-challenges-pub-
81724 accessed 26 June 2025.
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Throughout this paper, we’ve seen that while statutory provisions like Sections 65A and 65B
of the Indian Evidence Act offer a legal foundation for digital evidence, the practical machinery
supporting their enforcement is inconsistent and underprepared. Critical forensic safeguards—
like hash verification, proper chain of custody, and device imaging—are often compromised

due to a lack of training, resources, or standard procedures.

High-profile cases such as Arjun Panditrao Khotkar have brought much-needed clarity to the
rules of admissibility, but they are only the beginning. For digital evidence to play a reliable
role in ensuring justice, India must go beyond case law and build institutional capacity. This

includes:

e Establishing an evidence-handling law tailored to digital material.
e Accredit forensic labs and professionals through a centralised authority;
e And training legal actors - from police to judges- to interpret forensic reports with

technical accuracy.

Emerging technologies like blockchain and artificial intelligence present both opportunities
and challenges. They offer solutions to tampering and data overload, but also demand new legal
standards for admissibility and validation. As seen in ongoing experiments by law enforcement
agencies and forensic researchers, India must be ready to regulate these tools before they

become widespread courtroom fixtures.

Internationally, evidence stored in the cloud or on foreign servers introduces jurisdictional
barriers that India cannot resolve alone. Legal diplomacy and cross-border cooperation are as
vital as technological infrastructure in the digital evidence landscape. By actively participating
in multilateral frameworks and developing fast-track protocols for evidence exchange, India

can position itself as a serious global player in cyber justice.

Finally, this shift toward a digital courtroom cannot occur without investing in forensic
education. Legal and technical disciplines must collaborate to equip the next generation of
lawyers, investigators, and judges with the skills needed to understand and evaluate electronic
records. Law schools, bar councils, and judicial academies must all contribute to this

transformation.

To ensure justice is served in a world dominated by technology, India’s legal framework must

become more than reactive. It must be predictive, structured, and grounded in procedural
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fairness. A reimagined approach to cyberlaw and digital evidence is not just a reform - it is a

necessity for preserving the rule of law in the 21st century.
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