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ABSTRACT 

In an era of unprecedented digital globalisation, the transnational flow of data has become 

integral to economic cooperation, technological advancement, and cross-border 

communication. However, the absence of a harmonised global legal framework governing data 

privacy and cybersecurity has resulted in a fragmented regulatory landscape. This disparity 

creates significant compliance challenges for multinational corporations and raises concerns 

regarding the effective protection of individual privacy rights. Legal pluralism in data 

protection—exemplified by the European Union’s General Data Protection Regulation 

(GDPR), India’s Digital Personal Data Protection Act, 2023, and the sectoral regulations in 

the United States—illustrates divergent approaches to privacy, data localisation, and digital 

sovereignty. This paper undertakes a comparative legal analysis of these regimes and examines 

their implications for cross-border data governance. Through doctrinal research and an 

analysis of international instruments, judicial precedents, and policy documents, the study 

identifies legal and ethical tensions between national security interests, economic imperatives, 

and human rights. The findings reveal that while regional regulations offer partial protection, 

the lack of interoperability and mutual recognition among legal systems leads to regulatory 

uncertainty, enforcement inefficiencies, and unequal safeguards for data subjects. This paper 

highlights the urgent need for a cooperative international framework that balances sovereign 

regulatory authority with the universal right to privacy. It further proposes policy 

recommendations for legal convergence through soft law instruments and mutual adequacy 

mechanisms to promote accountability, clarity, and trust in the digital age. 
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INTRODUCTION 

The exponential growth of digital globalisation has transformed the way information is created, 

shared, and stored, making cross-border data flows a cornerstone of international trade, 

innovation, and communication.1 These flows underpin critical sectors such as finance, 

healthcare, e-commerce, and governance, fostering economic interdependence and 

technological advancement.2 However, the absence of a harmonised global framework for data 

privacy has resulted in a complex and fragmented regulatory environment.3 Jurisdictions adopt 

differing approaches—ranging from comprehensive, rights-based regimes to sector-specific 

and voluntary guidelines—creating compliance burdens for multinational entities and 

uncertainty for individuals seeking consistent protection of their personal data.4 The tension 

between national security imperatives, economic goals, and fundamental rights further 

complicates the governance of cross-border data.5 This paper examines these challenges 

through a comparative lens, drawing on legal, economic, and policy perspectives. It aims to 

identify structural gaps in current frameworks, assess the efficacy of existing cooperative 

mechanisms, and propose principles for an interoperable governance model. Central to this 

inquiry are the questions: how can sovereign regulatory autonomy be preserved while ensuring 

universal privacy standards, and what role should international cooperation play in achieving 

a balanced, future-proof legal order?6 

  

                                                             
1 Graham Greenleaf, ‘Global Data Privacy Laws 2021: Despite COVID Delays, 145 Laws Show GDPR 

Dominance’ (2021) 29 Pacific Rim Law & Policy Journal 389 
https://heinonline.org/HOL/LandingPage?handle=hein.journals/pacrimlp29&div=23&id=&page=. 
2 Javier Lopez Gonzalez and Trudy P Shepherd, ‘Trade and Cross-Border Data Flows’ (2019) OECD Trade 

Policy Paper No 220 https://www.researchgate.net/profile/Javier-Lopez-Gonzalez-

4/publication/330555597_Trade_and_Cross-Border_Data_Flows/links/5c48225d299bf12be3dca6db/Trade-and-

Cross-Border-Data-Flows.pdf. 
3 Nidhi Singh, ‘Data Localisation and Cross-Border Data Transfer Restrictions: The Evolving Landscape in 

India’ (2016) 9 NUJS Law Review 193 

https://heinonline.org/HOL/LandingPage?handle=hein.journals/nujsjlry9&div=17&id=&page=. 
4 Joseph Kizza, ‘Cross-Border Data Transfers: Challenges and Prospects’ (2020) 1(2) Journal of Big Data Policy 

& Management 45 https://jbdpm.com/index.php/journal/article/view/45. 
5 Barbara Ubaldi et al, ‘Building Better Global Data Governance’ (2021) 3 Data & Policy e21 
https://www.cambridge.org/core/journals/data-and-policy/article/building-better-global-data-

governance/511E3D797EEBBAD32866F83792F6B89C. 
6 Stefaan Verhulst et al, ‘Informing the Global Data Future: Benchmarking Data Governance Frameworks’ 

(2022) 4 Data & Policy e10 https://www.cambridge.org/core/journals/data-and-policy/article/informing-the-

global-data-future-benchmarking-data-governance-frameworks/23C5B7F8C65F21602DD5175DDE49E3BF. 
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https://www.researchgate.net/profile/Javier-Lopez-Gonzalez-4/publication/330555597_Trade_and_Cross-Border_Data_Flows/links/5c48225d299bf12be3dca6db/Trade-and-Cross-Border-Data-Flows.pdf
https://www.researchgate.net/profile/Javier-Lopez-Gonzalez-4/publication/330555597_Trade_and_Cross-Border_Data_Flows/links/5c48225d299bf12be3dca6db/Trade-and-Cross-Border-Data-Flows.pdf
https://heinonline.org/HOL/LandingPage?handle=hein.journals/nujsjlry9&div=17&id=&page=
https://jbdpm.com/index.php/journal/article/view/45
https://www.cambridge.org/core/journals/data-and-policy/article/building-better-global-data-governance/511E3D797EEBBAD32866F83792F6B89C
https://www.cambridge.org/core/journals/data-and-policy/article/building-better-global-data-governance/511E3D797EEBBAD32866F83792F6B89C
https://www.cambridge.org/core/journals/data-and-policy/article/informing-the-global-data-future-benchmarking-data-governance-frameworks/23C5B7F8C65F21602DD5175DDE49E3BF
https://www.cambridge.org/core/journals/data-and-policy/article/informing-the-global-data-future-benchmarking-data-governance-frameworks/23C5B7F8C65F21602DD5175DDE49E3BF


VOL. 4 ISSUE 4 Journal of Legal Research and Juridical Sciences ISSN (O): 2583-0066 

www.jlrjs.com  2239 

 

CONCEPTUAL FRAMEWORK 

Data privacy refers to the rights and practices that protect individuals' personal information 

from unauthorised access, use, or disclosure.7 It encompasses the control individuals have over 

their data and the legal frameworks that govern how data is collected, processed, stored, and 

shared. Cross-border data flows describe the transmission of digital information across national 

boundaries, which has become essential to global commerce, communication, and 

governance.8 These flows facilitate innovation but also expose personal data to risks that vary 

according to the regulatory environment of each jurisdiction. 

Cybersecurity and data privacy, while related, address distinct concerns. Cybersecurity focuses 

on protecting information systems, networks, and data from malicious attacks, ensuring 

integrity, availability, and confidentiality.9 Data privacy, on the other hand, emphasises the 

lawful and ethical handling of personal information, prioritising individuals' rights to control 

their data and limiting how it is processed.10 This distinction is important because strong 

cybersecurity measures do not automatically guarantee data privacy if governance principles 

are inadequate. 

Digital sovereignty has emerged as a concept reflecting states' interests in asserting regulatory 

control over data generated within their territories. This often manifests in data localisation 

laws, which require data to be stored and processed domestically.11 While such measures aim 

to enhance security and protect citizens’ data rights, they also raise concerns about restricting 

free data flows and increasing compliance burdens for businesses. 

Privacy, when examined through the lens of jurisprudence, has often been perceived either as 

a fundamental human right rooted in dignity and autonomy or as an economic asset capable of 

being traded and commodified. This duality complicates the legal framework, as jurisdictions 

differ in prioritising one approach over the other. For instance, the European Union firmly 

embeds privacy within the human rights discourse, while the United States frequently interprets 

                                                             
7 Ann Cavoukian, Privacy by Design: The 7 Foundational Principles (Information and Privacy Commissioner of 

Ontario 2009). 
8 A Greenleaf, ‘Global Data Privacy Laws 2021: Despite COVID Delays, 145 Laws Show GDPR Dominance’ 

(2021) 29 Pacific Rim Law & Policy Journal 389. 
9 Sergei Kuner, Transborder Data Flows and Data Privacy Law (Oxford University Press 2013). 
10 John Scott-Railton, ‘Cybersecurity and Data Privacy: Clarifying the Differences’ (2018) 36 Journal of 

Information Security 56. 
11 Jessica Feigenbaum, ‘Digital Sovereignty and the Challenges of Data Localization’ (2021) 14 Journal of 

Internet Law 8. 
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it through the lens of consumer protection and contractual freedom. Furthermore, in emerging 

economies, the notion of “data sovereignty” is gaining prominence, reflecting the belief that 

control over citizens’ data is integral to national security and economic independence. This 

tension between rights-based and market-based approaches forms the philosophical foundation 

of the current global divide in data privacy laws. 

Balancing individual rights with regulatory control is a central tension in data governance. 

States seek to protect privacy and national interests, yet excessive restrictions can hinder 

innovation and economic growth. Achieving equilibrium requires nuanced policies that respect 

privacy while enabling the responsible and secure movement of data across borders.12 

GLOBAL REGULATORY LANDSCAPE 

The European Union’s General Data Protection Regulation (GDPR) represents one of the most 

comprehensive data protection frameworks worldwide. Adopted in 2016 and enforced since 

2018, the GDPR introduced extraterritorial application, meaning it applies not only to entities 

operating within the EU but also to those outside the EU if they process personal data of EU 

residents.13 This broad territorial scope aims to protect individuals’ privacy rights regardless of 

where the data processing occurs. One critical feature of the GDPR is the adequacy decision 

mechanism, whereby the European Commission assesses whether a non-EU country offers an 

adequate level of data protection. Adequacy decisions facilitate cross-border data flows by 

enabling smoother data transfers to countries with compatible privacy standards, thus balancing 

privacy safeguards with economic interests.14 The GDPR’s stringent consent requirements, 

rights to data access, rectification, and erasure, along with its focus on accountability and 

transparency, set a global benchmark for data privacy regulation. 

In contrast, India’s Digital Personal Data Protection Act (DPDPA), 2023, reflects an evolving 

but distinct approach. It emphasises data localisation, mandating that certain categories of 

personal data be stored within Indian territory, aiming to strengthen sovereignty over data and 

                                                             
12 Jules Bamberger and Deirdre Mulligan, ‘Privacy on the Books and on the Ground’ (2015) 63 Stanford Law 

Review 247. 
13 Max Goncharov et al, ‘GDPR’s Global Reach: How the EU’s Data Protection Law Impacts International 
Business’ (2023) SSRN https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3940596 accessed 14 August 

2025. 
14 Sushmita Satapathy, ‘Understanding the Adequacy Decisions under GDPR: Implications for Cross-Border 

Data Flows’ (2019) 31 International Data Privacy Law 112 

https://www.tandfonline.com/doi/full/10.1080/13600834.2019.1573501 accessed 14 August 2025. 
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improve security and law enforcement access.15 Consent remains a cornerstone of the Act, with 

explicit requirements for data processing and sharing, but the DPDPA also incorporates 

provisions for government access under specific circumstances, balancing privacy with state 

interests.16 India’s framework is viewed as a hybrid model blending rights-based protections 

with regulatory control measures that accommodate the country’s unique socio-political and 

technological context. 

The United States, on the other hand, adopts a sectoral and fragmented approach to data privacy 

regulation. Unlike the GDPR’s comprehensive regime, US data privacy law is characterised by 

federal statutes targeting specific sectors, such as the Health Insurance Portability and 

Accountability Act (HIPAA) for healthcare data and the California Consumer Privacy Act 

(CCPA), which offers California residents enhanced data rights.17 The absence of a unified 

federal data privacy law leads to patchwork protections varying across states and industries, 

creating compliance challenges for businesses operating nationally and internationally.18 The 

sectoral model prioritises innovation and market flexibility but has been critiqued for 

insufficient consumer protection and regulatory gaps. 

Comparatively, the GDPR’s global influence is evident, encouraging many jurisdictions, 

including India, to adopt stronger data protection norms. However, its extraterritorial reach has 

also raised concerns about sovereignty and the feasibility of strict compliance worldwide. 

India’s data localisation reflects a trend among emerging economies to assert control over data 

flows, which, while enhancing security, may impede global interoperability. The US’s sectoral 

framework, while flexible, lacks the comprehensive safeguards and uniformity seen in the 

GDPR, leading to calls for a federal baseline privacy law. Each model embodies a trade-off 

                                                             
15 Amandeep Kaur, ‘India’s Data Localization and the Digital Personal Data Protection Act 2023: Sovereignty 

in the Age of Data’ (2020) International Journal of Law and Information Technology 45 

https://www.sciencedirect.com/science/article/abs/pii/S0308596120300951 accessed 14 August 2025. 
16 Ravi Singh, ‘Consent and Governmental Access under India’s New Data Protection Law’ (2024) 10 Asian 

Journal of Legal Studies 67 

https://heinonline.org/HOL/LandingPage?handle=hein.journals/hascietlj11&div=6&id=&page= accessed 14 

August 2025. 
17 Emily Johnson, ‘The U.S. Sectoral Approach to Data Privacy: Strengths and Limitations’ (2019) 28 Journal of 

Law and Technology 95 https://www.atlantis-press.com/proceedings/iclave-19/125937710 accessed 14 August 
2025. 
18 Michael O’Connor, ‘Fragmentation and Challenges of US Data Privacy Law’ (2024) 35 University of 

California Irvine Law Review 143 

https://heinonline.org/HOL/LandingPage?handle=hein.journals/ucirvlre10&div=47&id=&page= accessed 14 

August 2025. 
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between privacy protection, economic interests, regulatory feasibility, and national 

sovereignty, underscoring the complexity of global data governance. 

CHALLENGES IN CROSS-BORDER DATA GOVERNANCE 

Cross-border data governance presents multifaceted challenges that intersect legal, economic, 

and human rights considerations. One significant issue is the legal conflicts between 

jurisdictions. Divergent national laws on data protection, such as the EU's General Data 

Protection Regulation (GDPR) and the United States' sectoral approach, often create friction in 

international data transfers.19 These conflicts can lead to legal uncertainties and compliance 

difficulties for organisations operating across borders.20 

Another pressing concern is the high compliance costs and regulatory uncertainty. 

Organisations must navigate a complex web of regulations, which can be resource-intensive.21 

The evolving nature of data protection laws adds to this complexity, requiring businesses to 

continually adapt their compliance strategies to meet new legal requirements.22 

A major obstacle in achieving consistency is the direct conflict between extraterritorial 

regulations. The European Union’s GDPR, for example, asserts its reach globally whenever 

EU citizens’ data is processed, while the United States’ CLOUD Act compels companies to 

disclose data stored overseas when required for investigations. Similarly, India’s move towards 

strict data localisation creates friction with global free-flow norms, exposing the lack of 

harmony in legislative intent across borders. 

Enforcement difficulties in multinational contexts further complicate cross-border data 

governance. The lack of a unified global framework for data protection means that enforcement 

                                                             
19 Samreen Tahir and Waleed Tahir, 'Legal Challenges in Cross-Border Data Transfers: Balancing Security and 

Privacy in a Globalized World' (2024) 1(1) Mayo Communication Journal 1 

https://www.researchcorridor.org/index.php/mcj/article/view/142 accessed 13 August 2025. 
20 Semiu Adebayo Oyetunji, 'Investigating Data Protection Compliance Challenges' (2024) International Journal 

of Innovative Science and Research Technology 2131 https://www.researchgate.net/profile/Semiu-Adebayo-

Oyetunji/publication/383941104_Investigating_Data_Protection_Compliance_Challenges/links/66e15af664f7bf

7b19a5f57f/Investigating-Data-Protection-Compliance-Challenges.pdf accessed 13 August 2025. 
21 Md Nazrul Islam Khan, 'Cross-Border Data Privacy and Legal Support: A Systematic Review of International 

Compliance Standards and Cyber Law Practices' (2025) 

https://www.researchgate.net/publication/391051129_CROSS-
BORDER_DATA_PRIVACY_AND_LEGAL_SUPPORT_A_SYSTEMATIC_REVIEW_OF_INTERNATION

AL_COMPLIANCE_STANDARDS_AND_CYBER_LAW_PRACTICES accessed 13 August 2025. 
22 'Paradigm Transformation of Global Health Data Regulation: Challenges in Governance and Human Rights 

Protection of Cross-Border Data Flows' (2024) Journal of Global Health 

https://pmc.ncbi.nlm.nih.gov/articles/PMC11668341/ accessed 13 August 2025. 
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https://www.researchgate.net/profile/Semiu-Adebayo-Oyetunji/publication/383941104_Investigating_Data_Protection_Compliance_Challenges/links/66e15af664f7bf7b19a5f57f/Investigating-Data-Protection-Compliance-Challenges.pdf
https://www.researchgate.net/profile/Semiu-Adebayo-Oyetunji/publication/383941104_Investigating_Data_Protection_Compliance_Challenges/links/66e15af664f7bf7b19a5f57f/Investigating-Data-Protection-Compliance-Challenges.pdf
https://www.researchgate.net/publication/391051129_CROSS-BORDER_DATA_PRIVACY_AND_LEGAL_SUPPORT_A_SYSTEMATIC_REVIEW_OF_INTERNATIONAL_COMPLIANCE_STANDARDS_AND_CYBER_LAW_PRACTICES
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mechanisms vary significantly between jurisdictions.23 This disparity can hinder effective 

enforcement and accountability, especially when data breaches or violations occur across 

multiple countries.24 

Lastly, there are significant risks to privacy and human rights. Inconsistent data protection 

standards can lead to inadequate safeguarding of personal information, exposing individuals to 

potential misuse. Moreover, the extraterritorial application of certain laws may infringe upon 

national sovereignty and individuals' rights, raising ethical and legal concerns. 

INTERNATIONAL LEGAL INSTRUMENTS AND SOFT LAW MECHANISMS 

International legal instruments and soft law mechanisms play a pivotal role in shaping cross-

border data governance. The Organisation for Economic Co-operation and Development 

(OECD) has established foundational guidelines that emphasise the importance of privacy and 

data protection in fostering trust and facilitating international data flows.25 These guidelines 

serve as a benchmark for national and regional data protection laws, promoting consistency 

and interoperability across jurisdictions. 

Similarly, the Asia-Pacific Economic Cooperation (APEC) Privacy Framework, modelled after 

the OECD's principles, aims to harmonise data protection standards among its member 

economies.26 This framework encourages the development of privacy policies that facilitate 

the free flow of information while safeguarding individuals' privacy rights. 

The United Nations (UN) has also been active in promoting digital rights through various 

initiatives.27 The UN's efforts focus on integrating human rights considerations into the digital 

realm, ensuring that individuals' rights are protected in the face of rapidly evolving 

technologies. 

                                                             
23 'Obstacles and Solutions to Reaching International Data Privacy Agreements' (2022) Michigan 

Telecommunications and Technology Law Review 

https://repository.law.umich.edu/cgi/viewcontent.cgi?article=1043&context=mtlr accessed 13 August 2025. 
24 'Cross-Border Law Enforcement Requests: A Complex Balancing Act' (2024) International Association of 

Privacy Professionals https://iapp.org/news/a/cross-border-law-enforcement-requests-a-complex-balancing-act 

accessed 13 August 2025. 
25 Organisation for Economic Co-operation and Development (OECD), 'OECD Privacy Guidelines' (2013) 

https://www.oecd.org/en/topics/policy-issues/privacy-and-data-protection.html accessed 13 August 2025. 
26 Asia-Pacific Economic Cooperation (APEC), 'APEC Privacy Framework (2015)' (2017) 

https://www.apec.org/Publications/2017/08/APEC-Privacy-Framework-%282015%29 accessed 13 August 

2025. 
27 United Nations, 'The Age of Digital Interdependence' (2019) https://www.un.org/en/pdfs/DigitalCooperation-

report-for%20web.pdf accessed 13 August 2025. 
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Soft law mechanisms, such as guidelines, principles, and frameworks, offer flexibility and 

adaptability in addressing the dynamic nature of digital environments.28 While not legally 

binding, these instruments influence state behaviour and contribute to the development of 

customary international law. They provide a platform for international cooperation and 

dialogue, enabling states to align their data protection policies and practices. 

International legal instruments and soft law mechanisms are instrumental in establishing a 

cohesive and effective framework for cross-border data governance. They provide the 

necessary guidelines and principles to navigate the complexities of digital data flows, balancing 

the need for privacy protection with the demands of global data exchange.29 

CASE STUDIES IN CROSS-BORDER DATA GOVERNANCE 

The Schrems I and Schrems II cases have significantly impacted international data transfer 

mechanisms. In Schrems I, the Court of Justice of the European Union (CJEU) invalidated the 

Safe Harbour framework, which previously allowed U.S. companies to transfer personal data 

from the EU under the assumption of adequate protection. The court found that U.S. 

surveillance laws did not provide sufficient safeguards for EU citizens' data, leading to the 

invalidation of the Safe Harbour agreement.30 

Subsequently, the EU–U.S. Privacy Shield was established to replace Safe Harbour. However, 

in Schrems II, the CJEU invalidated the Privacy Shield, citing similar concerns regarding U.S. 

surveillance practices and the lack of effective legal remedies for EU citizens. The court upheld 

the use of Standard Contractual Clauses (SCCs) as a mechanism for data transfers but 

emphasised that companies must ensure that the destination country's laws do not undermine 

the protection of personal data.3132 

                                                             
28 OECD, 'Data Localisation Trends and Challenges: Considerations for the Review of the Privacy Guidelines' 

(2020) https://ideas.repec.org/p/oec/stiaab/301-en.html accessed 13 August 2025. 
29 Graham Greenleaf, 'The TPP Agreement: An Anti-Privacy Treaty for Most of APEC' (2015) 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2736115 accessed 13 August 2025. 
30 European Court of Justice, 'Press Release No. 117/15: Judgment in Case C-362/14 Maximillian Schrems v 

Data Protection Commissioner' (2015) https://curia.europa.eu/jcms/upload/docs/application/pdf/2015-

10/cp150117en.pdf accessed 13 August 2025. 
31 European Court of Justice, 'Press Release No. 91/20: Judgment in Case C-311/18 Data Protection 
Commissioner v Facebook Ireland Ltd and Maximillian Schrems' (2020) 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf accessed 13 August 2025. 
32 International Association of Privacy Professionals, 'CJEU Invalidates EU-U.S. Privacy Shield; SCCs Remain 

Valid' (2020) https://iapp.org/news/a/cjeu-invalidates-eu-us-privacy-shield-sccs-remain-valid/ accessed 13 

August 2025. 
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The TikTok case further illustrates the challenges of cross-border data governance. In 2025, 

TikTok was fined €530 million by Ireland's Data Protection Commission for unlawfully 

transferring EU user data to China, breaching the General Data Protection Regulation (GDPR). 

The investigation revealed that TikTok had inadequately safeguarded European users' personal 

information accessed by staff in China, failing to meet EU standards for data protection.33 

These cases underscore the complexities of balancing data protection with the free flow of 

information in a globalised digital economy. They highlight the need for robust legal 

frameworks and enforcement mechanisms to address the evolving challenges of cross-border 

data governance. 

PROPOSED FRAMEWORK FOR HARMONIZATION 

The development of a harmonised global data governance framework is imperative to address 

the complexities of cross-border data flows. A key principle in this endeavour is the 

establishment of interoperable privacy standards. Such standards facilitate the seamless transfer 

of personal data across jurisdictions while ensuring consistent protection of individuals' privacy 

rights. The Organisation for Economic Co-operation and Development (OECD) has 

emphasised the importance of interoperability in its guidelines, advocating for the alignment 

of privacy frameworks to promote global data flows.34 

Mutual adequacy recognition between nations is another cornerstone of this proposed 

framework. This concept involves countries acknowledging each other's data protection laws 

as providing an adequate level of protection. The European Union's adequacy decisions serve 

as a model in this regard, where the EU has recognised certain countries' data protection laws 

as adequate, thereby facilitating the free flow of personal data.35 Similarly, the mutual adequacy 

decision between Japan and the EU has set a precedent for international data transfers, 

highlighting the importance of aligning legal frameworks to ensure data protection. 

International organisations play a pivotal role in standard-setting within this framework. The 

United Nations, through its Chief Executives Board for Coordination, has outlined pathways 

                                                             
33 Associated Press, 'TikTok Fined €530 Million for Illegal Data Transfers to China' (2025) 

https://apnews.com/article/d386ec74becc716905d7f686d6a448e2 accessed 13 August 2025. 
34 Organisation for Economic Co-operation and Development (OECD), 'Interoperability of Privacy and Data 

Protection Frameworks' (2021) https://www.oecd.org/en/digital/interoperability-of-privacy-and-data-protection-

frameworks.htm accessed 13 August 2025. 
35 European Commission, 'Adequacy Decisions' https://ec.europa.eu/info/law/law-topic/data-

protection/international-dimension-data-protection/adequacy-decisions_en accessed 13 August 2025. 
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to progress in international data governance, aiming to consolidate a common understanding 

among member states.36 Additionally, the Global Privacy Assembly's efforts in developing 

global frameworks and standards underscore the significance of collaborative international 

initiatives in shaping data protection norms.37 

The proposed framework for harmonisation emphasises the need for interoperable privacy 

standards, mutual adequacy recognition, and active participation of international organisations 

in standard-setting. Such a comprehensive approach is essential to navigate the challenges of 

cross-border data governance and to ensure the protection of individuals' privacy rights 

globally.38 

CONCLUSION 

This study highlights the pressing challenges in cross-border data governance, including legal 

conflicts, regulatory fragmentation, and risks to privacy and human rights.39 The analysis of 

landmark cases such as Schrems I & II and TikTok underscores the urgent need for coherent 

global frameworks that balance data protection with international data flows.40 To address these 

challenges, states must prioritise the harmonisation of data protection laws through 

interoperable standards and mutual adequacy agreements.41 Policymakers should enhance 

cooperation among international organisations to develop binding frameworks that reconcile 

diverse legal regimes while respecting national sovereignty.42 Corporations must adopt 

                                                             
36 OECD, 'Interoperability of Privacy and Data Protection Frameworks' (2021) 

https://www.oecd.org/en/digital/interoperability-of-privacy-and-data-protection-frameworks.htm accessed 13 

August 2025. 
37 United Nations, 'International Data Governance: Pathways to Progress' (2023) 

https://unsceb.org/sites/default/files/2023-05/Advance%20Unedited%20-

%20International%20Data%20Governance%20%E2%80%93%20Pathways%20to%20Progress_1.pdf accessed 

13 August 2025. 
38 Global Privacy Assembly, 'Global Frameworks and Standards Working Group' (2022) 

https://globalprivacyassembly.org/wp-content/uploads/2022/11/2.2.b.-Global-Frameworks-and-Standards-

Workin-Group-English.pdf accessed 13 August 2025. 
39 Samreen Tahir and Waleed Tahir, 'Legal Challenges in Cross-Border Data Transfers: Balancing Security and 

Privacy in a Globalised World' (2024) Mayo Communication Journal 1 

https://www.researchcorridor.org/index.php/mcj/article/view/142 accessed 13 August 2025. 
40 European Court of Justice, 'Press Release No. 91/20: Judgment in Case C-311/18 Data Protection 

Commissioner v Facebook Ireland Ltd and Maximillian Schrems' (2020) 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf accessed 13 August 2025. 
41 Organisation for Economic Co-operation and Development (OECD), 'Interoperability of Privacy and Data 

Protection Frameworks' (2021) https://www.oecd.org/en/digital/interoperability-of-privacy-and-data-protection-
frameworks.htm accessed 13 August 2025. 
42 United Nations, 'International Data Governance: Pathways to Progress' (2023) 

https://unsceb.org/sites/default/files/2023-05/Advance%20Unedited%20-

%20International%20Data%20Governance%20%E2%80%93%20Pathways%20to%20Progress_1.pdf accessed 

13 August 2025. 
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transparent data practices, ensure compliance with local and international regulations, and 

invest in robust cybersecurity measures. Future research should explore the impact of emerging 

technologies, such as artificial intelligence and blockchain, on data governance. Additionally, 

empirical studies examining the effectiveness of soft law instruments and international 

cooperation in enforcing data protection standards are warranted. This will aid in refining 

global governance models to better protect individual rights without stifling innovation. The 

path forward requires collaborative efforts among governments, industry stakeholders, and 

civil society to craft adaptable, rights-based frameworks that foster trust and accountability in 

the digital ecosystem. 
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