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INTRODUCTION 

In the contemporary digital era, the rapid expansion of the internet and social media platforms 

has transformed the way individuals communicate, interact, and share information.1 While 

these technological advancements have brought numerous benefits, they have also given rise 

to new forms of harm, one of the most concerning being cyberbullying. Cyberbullying refers 

to the use of digital technologies such as social media, messaging platforms, online forums, 

and gaming communities to harass, threaten, humiliate, or target individuals. Unlike traditional 

forms of bullying, cyberbullying transcends physical boundaries and often allows perpetrators 

to remain anonymous, thereby intensifying its impact on victims.2  

The prevalence of cyberbullying has increased significantly, particularly among children, 

adolescents, and young adults who are active users of digital platforms. Victims often suffer 

from severe psychological, emotional, and social consequences, including anxiety, depression, 

loss of self-esteem, and, in extreme cases, self-harm or suicidal tendencies. The persistent and 

public nature of online abuse amplifies the harm, making it difficult for victims to escape or 

seek relief. Despite the seriousness of the issue, existing legal frameworks in many jurisdictions 

struggle to adequately address cyberbullying. Traditional laws relating to harassment, 

defamation, and criminal intimidation are often insufficient in dealing with the unique 

challenges posed by digital environments, such as jurisdictional issues, anonymity of offenders, 

and the rapid spread of harmful content. In countries like India, although provisions under the 
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1 UNICEF, Cyberbullying: What is it and how to stop it (2023)  
2 UNESCO, Behind the Numbers: Ending School Violence and Bullying (2019).  
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Information Technology Act, 2000,3 and the B.N.S 20234 offer some remedies, there remains 

a lack of specific, comprehensive legislation targeting cyberbullying.  

This gap highlights the urgent need for stronger legal protection and more effective regulatory 

mechanisms.5 There is a growing demand for laws that are specifically tailored to address 

cyberbullying, ensure swift justice, protect victims, and hold offenders accountable. 

Additionally, collaboration between governments, technology companies, educational 

institutions, and society at large is essential to create a safer digital environment. This study 

aims to critically examine the phenomenon of cyberbullying in the digital age and assess the 

adequacy of existing legal frameworks. It further seeks to explore the necessity for stronger 

legal protections and propose measures to effectively combat cyberbullying while balancing 

the fundamental right to freedom of expression.  

CONCEPT, MEANING AND NATURE OF CYBERBULLYING  

Concept of Cyberbullying: Cyberbullying is a modern form of harassment that takes place 

through digital platforms such as social media, messaging applications, online gaming 

communities, and other internet-based communication tools. Unlike traditional bullying, it is 

not limited by physical boundaries and can occur anytime and anywhere, making it more 

pervasive and difficult to escape. The concept of cyberbullying revolves around the misuse of 

technology to intentionally harm, threaten, embarrass, or target an individual or group. The 

concept of cyberbullying has evolved alongside the rapid expansion of digital communication 

technologies.6 At its core, cyberbullying refers to the intentional and repeated use of electronic 

communication to harm, intimidate, threaten, or humiliate another individual. However, as 

digital environments have become more complex, the concept has broadened to include a wide 

range of behaviours and interactions that go beyond simple harassment.  

Cyberbullying is fundamentally rooted in the misuse of power within virtual spaces.7 Unlike 

traditional bullying, where power is often derived from physical strength or social dominance, 

in cyberbullying, power may stem from anonymity, technological expertise, or the ability to 

mobilise large online audiences. This shift highlights how digital platforms have transformed 

 
3 Information Technology Act, 2000.  
4 Bharatiya Nyaya Sanhita, 2023.  
5 Ministry of Electronics and Information Technology, Guidelines on Digital Safety and Cyber Ethics (2022).  
6 OECD, Children & Young People’s Mental Health in the Digital Age (2021).  
7 S. K. Verma and Raman Mittal, Legal Dimensions of Cyber Space (Indian Law Institute, New Delhi).  
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the dynamics of interpersonal aggression. Another important aspect of the concept is 

intentionality and repetition. Cyberbullying typically involves deliberate actions aimed at 

causing harm. Even a single act, such as posting an embarrassing image, can have a prolonged 

effect due to its continuous circulation online, thereby fulfilling the criterion of repetition in a 

digital sense. This makes the cyberbullying conceptually distinct from isolated online conflicts 

or disagreements. The concept also includes the idea of public versus private harm. In many 

cases, cyberbullying occurs in public digital spaces such as social media platforms, where 

harmful content can be viewed, shared, and commented upon by a wide audience. This public 

exposure intensifies the humiliation and psychological impact on the victim. At the same time, 

cyberbullying can also occur privately through direct messages, emails, or closed groups, 

making it difficult to detect and address.  

Furthermore, cyberbullying is closely linked to the concept of digital identity and reputation.8 

In the online world, an individual’s identity is often shaped by their digital presence. 

Cyberbullying attacks not only the person but also their online identity, which can have long-

term consequences for their social relationships, educational opportunities, and professional 

prospects. The concept also extends to collective behaviour, where multiple individuals 

participate in bullying a single target, often referred to as “online mobbing” or “dogpiling.” In 

such cases, the harm is amplified due to the involvement of a group, making the victim feel 

isolated and overwhelmed. From a sociological perspective, cyberbullying reflects broader 

societal issues such as intolerance, discrimination, and a lack of digital ethics. It often mirrors 

offline inequalities and prejudices, including those based on gender, race, religion, or socio-

economic status, but with amplified reach and impact due to digital connectivity.9 In addition, 

the concept of cyberbullying includes technological mediation, meaning that the harmful 

behaviour is facilitated through digital tools such as smartphones, computers, social 

networking sites, gaming platforms, and messaging applications. This mediation not only 

enables the act but also shapes its form, speed, and impact.  

Finally, the evolving nature of technology means that the concept of cyberbullying is not static. 

New forms continue to emerge, such as deep fake abuse, doxing (publishing private 

information), and harassment through anonymous forums. This dynamic nature requires 

continuous re-evaluation of the concept in legal, social, and academic contexts. In summary, 

 
8 Pew Research Center, Online Harassment Report (2021).  
9 Ministry of Electronics and Information Technology, Digital Ethics and Online Safety Guidelines (2022).  
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the concept of cyberbullying is multidimensional, encompassing intentional harm, misuse of 

digital power, public and private dimensions, and evolving technological influences. It is not 

merely an extension of traditional bullying but a distinct phenomenon shaped by the 

characteristics of the digital age.   

Meaning of Cyberbullying: Cyberbullying refers to repeated and deliberate behaviour carried 

out using electronic devices to intimidate or harass others. It may include actions such as 

sending abusive messages, spreading false information, posting humiliating images or videos, 

impersonation, online stalking, and exclusion from digital groups. The key elements of 

cyberbullying are intent, repetition, and the use of digital communication tools. In legal and 

social contexts, cyberbullying is recognised as a serious issue due to its psychological impact 

on victims, which may include anxiety, depression, loss of self-esteem, and, in extreme cases, 

self-harm. The meaning of cyberbullying extends beyond a simple definition of online 

harassment; it encompasses a wide range of behaviours, intentions, and impacts that arise from 

the use of digital communication technologies.10 In its broadest sense, cyberbullying refers to 

the use of electronic devices such as smartphones, computers, and tablets to engage in conduct 

that is intended to harm, threaten, embarrass, or intimidate another person.  

At the core of its meaning are three essential elements: intent, medium, and impact. Firstly, 

there must be a deliberate intention to cause harm. Secondly, the act must be carried out through 

digital or electronic means, such as social media platforms, messaging services, emails, or 

online forums. Thirdly, the behaviour must result in actual or potential harm to the victim, 

whether emotional, psychological, or reputational.11 The meaning of cyberbullying also 

includes the idea of continuity and persistence. Unlike traditional bullying, which may occur 

in specific physical settings, cyberbullying can persist over time due to the permanent and 

shareable nature of digital content. Even a single harmful act, such as uploading a humiliating 

photo or video, can be repeatedly viewed, shared, and commented upon, thereby extending its 

harmful effect indefinitely.  

Another important aspect of its meaning is indirect and covert harm. Cyberbullying does not 

always involve confrontation. It may occur through indirect actions such as spreading rumours, 

excluding someone from online groups, or sharing private information without consent. These 

 
10 Kowalski R. M., Limber S. P. and Agatston P. W., Cyberbullying: Bullying in the Digital Age (Wiley-
Blackwell, 2012).  
11 Bauman S., Cyberbullying: What Counselors Need to Know (Wiley-Blackwell, 2014).  
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subtle forms can be equally damaging, as they often go unnoticed by others but deeply affect 

the victim. The meaning of cyberbullying also incorporates the concept of audience 

amplification. In digital spaces, harmful content can reach a vast audience within seconds. This 

public exposure magnifies the impact of the act, as the victim is not only harmed by the 

perpetrator but also by the reactions, judgments, and participation of others who view or engage 

with the content. From a psychological perspective, cyberbullying is understood as a form of 

emotional and mental abuse. The victim may experience fear, anxiety, depression, loss of self-

confidence, and social withdrawal. In severe cases, it can lead to self-harm or suicidal 

tendencies. Therefore, its meaning is closely tied to its consequences, which are often more 

intense due to the constant and inescapable nature of digital interaction.  

Legally, the meaning of cyberbullying is often interpreted through related offences such as 

online harassment, defamation, identity theft, and publication of obscene or harmful content.12 

Although many legal systems do not define cyberbullying as a separate offence, its meaning is 

derived from these interconnected legal provisions, highlighting the need for clearer and more 

comprehensive legal recognition. 

Furthermore, the meaning of cyberbullying is dynamic and continues to evolve with 

technological advancements. New forms such as doxing, cyberstalking, and the misuse of 

digital tools for harassment are constantly emerging, expanding the scope of what constitutes 

cyberbullying.13 In essence, cyberbullying is not merely an online extension of traditional 

bullying but a complex and multifaceted phenomenon. Its meaning lies in the intentional 

misuse of digital technology to cause harm, combined with features such as persistence, 

anonymity, wide reach, and significant psychological impact. Understanding this expanded 

meaning is crucial for developing effective preventive measures and legal protections in the 

digital age.  

Nature of Cyberbullying – 

The nature of cyberbullying is distinct from traditional forms of bullying due to the following 

characteristics:  

Anonymity: A key feature of cyberbullying is that offenders can easily hide their identity. 

They may create fake profiles or use anonymous accounts to target victims. This sense of 

 
12 Ganguli P., Cyberbullying Legislation in India: Effectiveness and International Perspectives.  
13 Errakot S. and Rahoof V. K., Cyber Bullying: A Need for Separate Provision in Indian Law.  
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invisibility gives them confidence to act without fear of punishment. As a result, they may say 

or do things online that they would never do in person. For victims, this anonymity increases 

fear and frustration because they often do not know who is behind the harassment.  

Wide Reach: The internet allows information to spread very quickly and widely. A single 

harmful post, message, or video can reach a large audience within seconds. Unlike traditional 

bullying, where the audience is limited, cyberbullying exposes the victim to public humiliation 

on a much larger scale. This wide reach increases the intensity of the harm and makes the 

victim feel more isolated and embarrassed.  

Permanence: One of the most troubling aspects of cyberbullying is that online content can last 

for a very long time. Even if a post is deleted, it can be saved, copied, or shared again by others. 

This creates a permanent digital record that continues to affect the victim. The inability to 

completely erase harmful content makes it difficult for victims to move on from the experience.  

24/7 Accessibility: Cyberbullying does not stop at a certain time or place. It can happen at any 

hour of the day or night. Since people are constantly connected through smartphones, laptops, 

and other devices, victims may feel like they are always being watched or targeted. 

This constant exposure can lead to stress, anxiety, and a feeling of helplessness – 

Power Imbalance: Like traditional bullying, cyberbullying involves an imbalance of power. 

However, in the digital world, power is not based on physical strength. Instead, it may come 

from having more followers, better technical skills, or support from a group. Sometimes, even 

a single person with a strong online influence can overpower a victim. This imbalance makes 

it difficult for victims to defend themselves or seek help.  

Psychological Impact: Cyberbullying can seriously affect a person’s mental health. Victims 

may experience anxiety, depression, fear, and low self-esteem. They may withdraw from social 

interactions and lose confidence in themselves. In severe cases, the emotional distress can lead 

to self-harm or suicidal thoughts. The public and continuous nature of cyberbullying often 

makes its psychological impact deeper than traditional bullying. The nature of cyberbullying 

is complex, dynamic, and deeply influenced by the characteristics of digital technology. It 

differs significantly from traditional forms of bullying due to its unique features, which amplify 

both its reach and impact. A deeper understanding of its nature helps in identifying the 

seriousness of the issue and the need for stronger legal and social responses.  
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Intangible yet Highly Harmful: Cyberbullying does not involve physical contact, yet its 

impact can be severe and long-lasting. The absence of physical violence often leads to an 

underestimation of its seriousness, even though the emotional and psychological damage may 

be equally or more harmful. 

Instantaneous and Rapid Spread: Digital communication enables content to be shared 

instantly. A single offensive message, image, or video can go viral within minutes, reaching a 

vast audience. This rapid spread intensifies the humiliation and distress experienced by the 

victim.  

Permanence and Digital Footprint: One of the defining features of cyberbullying is the 

permanence of online content. Even if deleted, harmful material can be saved, reposted, or 

archived. This creates a lasting digital footprint, making it difficult for victims to fully escape 

the consequences.  

Asymmetry of Power in Digital Spaces: Power imbalance in cyberbullying may arise from 

factors such as technological knowledge, anonymity, popularity (followers), or group 

coordination. Unlike traditional bullying, physical strength is replaced by digital influence and 

control.  

Lack of Immediate Accountability: Perpetrators often feel less accountable due to the virtual 

nature of interactions. The perceived distance from the victim reduces empathy and increases 

the likelihood of aggressive behaviour.  

Borderless Jurisdictional Challenges: Cyberbullying operates across geographical 

boundaries, making legal enforcement difficult. Different countries have different laws, and 

identifying the location of the offender can be challenging.  

Continuous Accessibility and Inescapability: Victims of cyberbullying cannot easily escape 

the abuse, as digital devices are an integral part of daily life. Unlike traditional bullying, which 

may be limited to specific locations like schools, cyberbullying can occur 24/7.  

Silent and Hidden Nature: Many cases of cyberbullying go unreported. Victims may hesitate 

to speak out due to fear, shame, or lack of awareness. This hidden nature makes it difficult for 

authorities, parents, and institutions to detect and address the issue promptly.  
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Collective and Viral Participation: Cyberbullying often involves multiple participants. Once 

harmful content is shared, others may join in by liking, commenting, or reposting, creating a 

chain reaction of abuse. This collective behaviour amplifies the harm.  

Technological Evolution and Adaptability: The nature of cyberbullying continuously evolves 

with advancements in technology. New tools, platforms, and features create new methods of 

harassment, making it a constantly changing challenge for legal systems and society.  

Impact on Identity and Reputation: Cyberbullying directly affects a person’s digital identity. 

False information, edited images, or defamatory content can damage an individual’s reputation, 

sometimes permanently, affecting personal, educational, and professional opportunities. 

Psychological Persistence: Even after the bullying stops, its effects may continue in the 

victim’s mind. The fear of recurrence, social anxiety, and emotional trauma can persist for a 

long time, making recovery difficult.  

Normalisation of Aggressive Online Behaviour: In some digital environments, abusive 

language and trolling are normalised. This normalisation contributes to the growth of 

cyberbullying, as individuals may not recognise the seriousness of their actions.  

Dependency on Platform Policies: The response to cyberbullying often depends on the 

policies of digital platforms. Delayed action, weak enforcement, or lack of transparency can 

worsen the situation, highlighting the role of private entities in regulating online behaviour.  

IMPACT OF CYBERBULLYING  

Cyberbullying has far-reaching consequences that affect individuals, families, educational 

institutions, and society as a whole. Unlike traditional bullying, its impact is often more intense 

due to its persistent, public, and inescapable nature. The effects of cyberbullying can be 

categorised into psychological, emotional, social, academic, and legal impacts.  

Psychological Impact:  The psychological effects of cyberbullying are among the most severe 

and damaging. Victims often experience ongoing mental distress that can interfere with their 

daily life and overall functioning.14  

 
14 Bauman S., Cyberbullying: What Counselors Need to Know (Wiley-Blackwell, 2014).  
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Anxiety and Constant Fear: Victims may live in fear of being targeted again. Every 

notification, message, or comment can create panic and uneasiness. This constant fear can 

make them feel unsafe even in their own homes.   

Chronic Stress: Continuous exposure to negative content can keep the mind under pressure, 

leading to emotional exhaustion and burnout.   

Depression: Feelings of sadness, hopelessness, and emptiness may develop due to repeated 

humiliation and rejection. Over time, this may turn into a serious depressive disorder.   

Low Self-Worth: Victims often internalise the negative comments directed at them. They may 

start believing they are not good enough, leading to a loss of confidence.  

Post-Traumatic Stress Symptoms (PTSD): In extreme cases, individuals may experience 

flashbacks, nightmares, or emotional triggers related to the bullying incidents.  

Self-Harm and Suicidal Ideation: Continuous harassment can push victims toward harmful 

coping mechanisms, including self-harm or thoughts of ending their life. This highlights the 

urgent need for support systems and intervention.15  

Emotional Impact – 

Humiliation and Embarrassment: Cyberbullying often exposes a victim to public shame by 

sharing personal details, private conversations, images, or even false allegations. Because 

online content can spread quickly, the victim may feel that “everyone” has seen it. This creates 

intense embarrassment and damages their dignity. Even after the content is removed, the fear 

that others may have saved or shared it continues to cause emotional pain.   

Fear and Helplessness: Victims frequently live with constant fear, not knowing when the next 

message, comment, or post will appear. The anonymous nature of the bully increases this 

anxiety, as the victim cannot easily identify or confront the person responsible. 16This leads to 

a strong sense of helplessness, where the victim feels trapped and unable to control the 

situation.   

 
15 Bhat S. L., Cyber Bullying and Legal Remedies in India: A Critical Analysis.  
16 Shariff S., Cyber-Bullying: Issues and Solutions for the School, the Classroom and the Home (Routledge, 
2008).  
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Anger and Frustration: Continuous harassment often results in deep frustration. Victims may 

feel angry at the bully, the situation, or even themselves. This anger may remain suppressed or 

may come out in the form of irritability, emotional outbursts, or aggressive reactions, affecting 

their emotional balance.   

Loneliness and Isolation: To avoid further bullying, victims may start distancing themselves 

from social interactions. They may stop using social media, avoid meeting friends, or limit 

communication with others. This withdrawal reduces their support system and increases 

feelings of loneliness and emotional emptiness.  

Social Impact – 

Cyberbullying significantly affects an individual’s social life, relationships, and interaction 

with others. Its effects are often long-lasting and can change how a person connects with 

society. 

Damage to Reputation: Cyberbullying often involves spreading false rumours, edited images, 

or misleading information online. Since such content can reach a large audience quickly, it can 

seriously harm a person’s public image. 17Even if the information is untrue, people may believe 

it, leading to judgment and criticism. This damage to reputation can affect friendships, social 

standing, and even future opportunities.  

Social Withdrawal: Victims of cyberbullying may start avoiding social interactions to protect 

themselves from further embarrassment or harassment. They may distance themselves from 

friends, family gatherings, or online platforms. Over time, this withdrawal can lead to isolation, 

making it difficult for them to maintain healthy social connections.   

Trust Issues: When cyberbullying involves people known to the victim, such as classmates or 

friends, it can deeply affect their ability to trust others. Victims may feel betrayed and become 

cautious in forming new relationships. This lack of trust can create emotional barriers and 

prevent them from building meaningful social bonds.   

Strained Relationships: Cyberbullying can create misunderstandings and conflicts within 

families and peer groups. Parents may not fully understand the situation, leading to 

 
17 Bauman S., Cyberbullying: What Counselors Need to Know (Wiley-Blackwell, 2014).  
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communication gaps. Friendships may break due to rumours or online conflicts. This strain can 

weaken support systems that are essential for emotional well-being.  

Academic and Professional Impact – 

Cyberbullying can seriously affect a person’s education and career by reducing focus, 

confidence, and participation, ultimately limiting future opportunities.  

Decline in Academic Performance: Continuous stress, anxiety, and emotional disturbance 

make it difficult for students to concentrate on studies. Victims may struggle to complete 

assignments, prepare for exams, or stay attentive in class. As a result, their academic 

performance gradually declines. 

Absenteeism: Fear of being mocked, judged, or harassed either online or in person may lead 

victims to avoid attending school or college.18 Regular absence affects learning continuity and 

creates gaps in knowledge.  

Dropout Risk: In severe cases, prolonged cyberbullying can push students to leave their 

educational institutions entirely. This decision is often driven by the need to escape constant 

stress and humiliation.  

Career Impact: In the professional world, a damaged online reputation can have serious 

consequences. Employers often review social media profiles, and harmful or misleading 

content can affect hiring decisions.  

Physical Health Impact – 

Although cyberbullying does not involve direct physical harm, its psychological effects often 

manifest in serious physical health issues. Continuous exposure to online harassment can 

trigger stress responses in the body, leading to various health complications.  

Sleep Disorders:  Victims frequently experience difficulty falling asleep or staying asleep due 

to anxiety, fear, and overthinking about online interactions. Nightmares, restlessness, and 

irregular sleep patterns are common, which further affect overall well-being and daily 

functioning. 

 
18 Kowalski R. M., Limber S. P. and Agatston P. W., Cyberbullying: Bullying in the Digital Age (Wiley-
Blackwell, 2012).  
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Headaches and Fatigue: Prolonged mental stress caused by cyberbullying can lead to frequent 

headaches, migraines, and a constant feeling of tiredness. Emotional strain drains energy levels, 

making it difficult for individuals to concentrate, stay active, or perform routine tasks 

effectively. 

Loss of Appetite: Emotional distress, depression, and anxiety often disrupt normal eating 

habits. Some individuals may lose interest in food, leading to reduced appetite and potential 

nutritional deficiencies, while others may develop unhealthy eating patterns as a coping 

mechanism.  

Impact on Perpetrators – 

Cyberbullying not only harms the victims; it also has serious negative consequences for those 

who engage in such behaviour. Over time, repeated involvement in online harassment can 

shape a person’s personality, behaviour, and future opportunities in harmful ways.  

Desensitisation to Violence: Continuous participation in cyberbullying can make individuals 

less sensitive to the pain and suffering of others. They may begin to view harmful actions as 

normal or entertaining, leading to a decline in empathy and moral responsibility. 19This 

desensitisation can extend beyond online spaces into real-life interactions.  

Legal Consequences: Cyberbullying is punishable under various cyber laws and legal 

provisions. In India, acts such as online harassment, defamation, and threats can fall under the 

Information Technology Act, 2000 and relevant sections of the Indian Penal Code. Offenders 

may face penalties including fines, imprisonment, or both, depending on the severity of the act. 

Behavioural Problems: Individuals involved in cyberbullying often develop aggressive 

tendencies, impulsive behaviour, and antisocial attitudes. Such behaviour may affect their 

relationships with family, peers, and society, making it difficult for them to maintain healthy 

social connections.  

 

 

 
19 Shariff S., Cyber-Bullying: Issues and Solutions for the School, the Classroom and the Home (Routledge, 
2008).  
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Impact on Bystanders – 

Individuals who witness cyberbullying, even if they are not directly involved, can experience 

significant psychological and emotional effects. Their role as silent observers often places them 

in a difficult and uncomfortable position.  

Moral Conflict: Bystanders may struggle with feelings of guilt and helplessness for not 

intervening or supporting the victim. 20This internal conflict can affect their sense of right and 

wrong and create emotional distress.  

Fear of Becoming Victims: Observing others being targeted can create anxiety and fear. 

Bystanders may worry that speaking up could make them the next target, leading to silence and 

inaction.  

Normalisation of Abuse: Repeated exposure to cyberbullying can make such behaviour seem 

common or acceptable. Over time, this can reduce sensitivity toward harmful actions and 

weaken collective responsibility to stop abuse.  

Impact on Families – 

Cyberbullying not only affects the individual victim but also deeply impacts their family 

members, creating emotional, social, and sometimes financial strain.  

Emotional Distress: Parents and family members often feel anxious, helpless, and distressed 

when they see their child suffering. They may struggle to understand how to provide support 

or protect their child from online harm.  

Communication Gaps: Victims may hesitate to share their experiences due to fear, shame, or 

embarrassment. This lack of communication can create distance within families and make it 

harder to address the issue effectively.  

Financial Burden: In serious cases, families may need to spend money on counselling, 

therapy, or legal assistance, which can create additional stress, especially for those with limited 

resources.  

 

 
20 Bauman S., Cyberbullying: What Counselors Need to Know (Wiley-Blackwell, 2014).  
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Societal Impact – 

Cyberbullying has far-reaching consequences that extend beyond individuals, influencing the 

overall social environment and digital culture.  

Erosion of Digital Trust: As cyberbullying increases, people may feel unsafe or hesitant to 

express themselves online. This reduces trust in digital platforms and limits healthy 

communication.  

Spread of Toxic Online Culture: Cyberbullying contributes to the growth of hate speech, 

trolling, and intolerance, creating a hostile online environment that discourages respectful 

interactions. 

Increased Need for Regulation: The rise of cyberbullying highlights gaps in existing laws 

and policies, emphasising the need for stronger regulations, awareness programs, and 

preventive measures. 

Legal and Ethical Impact – 

Cyberbullying raises serious concerns in both legal and ethical dimensions, challenging 

existing frameworks and moral standards.  

Violation of Rights: Cyberbullying infringes upon fundamental rights such as the right to 

dignity, privacy, and personal safety. In India, these rights are protected under the Constitution 

of India. 

Legal Complexity: Identifying offenders in cyberspace can be difficult due to anonymity, fake 

accounts, and jurisdictional issues. This makes enforcement of laws challenging and sometimes 

ineffective.  

Need for Stronger Laws: Although laws like the Information Technology Act, 2000 exist, 

evolving digital behaviour demands more specific and updated legal provisions to effectively 

tackle cyberbullying.  

EXISTING LEGAL FRAMEWORK  

Cyberbullying has emerged as a serious concern in the digital era, requiring robust legal 

mechanisms to ensure protection for victims. In India, although there is no specific law 
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exclusively addressing cyberbullying, several provisions under existing statutes provide legal 

remedies. 

Information Technology Act 2000 – 

The Information Technology Act 2000, as amended by the Information Technology 

(Amendment) Act 2008, constitutes the primary legislative instrument governing digital 

conduct in India. Although the IT Act was conceived primarily as a statute to facilitate 

electronic commerce and governance, not as a law against online harassment, several of its 

provisions are invoked in cyberbullying cases.21 An assessment of their scope and limitations 

follows.  

Section 66A, prior to its invalidation, penalised the sending of 'any information that is grossly 

offensive or has menacing character' through a computer resource or communication device. It 

was the provision most frequently invoked by police in cyberbullying cases. The Supreme 

Court's unanimous decision in Shreya Singhal v. Union of India22struck it down as 

unconstitutional on the ground that the expressions 'grossly offensive,' 'menacing character,' 

'causing annoyance,' 'inconvenience,' 'danger,' 'obstruction,' and 'insult' were impermissibly 

vague and overbroad, failing to satisfy the requirements of a 'reasonable restriction' under 

Article 19(2). While the decision was a landmark victory for free speech, it created a significant 

enforcement lacuna: police now lack a clear statutory basis for registering complaints in many 

cyberbullying cases involving non-sexual content.  

Section 66C penalises identity theft, the fraudulent or dishonest use of any person's electronic 

signature, password, or other unique identification feature, with imprisonment of up to three 

years and/or a fine of up to one lakh rupees. This provision applies to impersonation-based 

cyberbullying (the creation of fake social media profiles), but its scope is narrower than 

impersonation in the full social sense: it requires proof of 'fraudulent or dishonest' intent, which 

may not be provable in cases where the primary purpose is harassment rather than material 

fraud. 

Section 66D punishes cheating by personation by means of a computer resource, with 

imprisonment up to three years and/or a fine up to one lakh rupees. Like Section 66C, it is 

 
21 Information Technology Act, 2000.  
22 Shreya Singhal v. Union of India AIR 2015 SC 1523 
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directed primarily at financial fraud and does not squarely capture the reputational harm caused 

by online impersonation for harassment.  

Section 66E, introduced in 2008, penalises the intentional or knowing capture, publication, or 

transmission of 'image of a private area of any person without his or her consent' under 

circumstances violating the privacy of that person. This provision applies to certain forms of 

image-based cyberbullying, specifically, the non-consensual filming or photographing of a 

person in a private space. However, it does not extend to non-consensual sharing of intimate 

images that were originally obtained with consent (a common revenge-porn scenario), 

representing a significant gap in the law.  

Section 67 penalises the publication or transmission of obscene material in electronic form, 

with imprisonment of up to five years for a first conviction and up to seven years for repeat 

offences. Section 67A, added in 2008, imposes higher penalties for material 'containing 

sexually explicit act.' Section 67B specifically addresses child pornography, the online 

publication, transmission, or creation of material depicting minors in sexually explicit 

situations, punishable with imprisonment of up to seven years. These provisions are relevant 

to the most severe forms of cyberbullying involving sexual content, but they require proof that 

the content is 'obscene' or 'sexually explicit,' leaving significant categories of humiliating 

nonsexual content outside their ambit. 

Section 72 penalises breach of confidentiality and privacy by any person who, in pursuance of 

any of the powers conferred under the Act, has secured access to electronic records, books, or 

other documents and discloses them without consent. The scope of this section is limited to 

persons who have obtained information in an official capacity under the Act, making it 

inapplicable to ordinary cyberbullying conduct. 

Section 79, the safe harbour provision, exempts 'network service providers' (defined broadly 

to include intermediaries) from liability for third-party information, data, or communication 

links if the intermediary does not 'initiate the transmission,' does not 'select the receiver of the 

transmission,' and does not 'select or modify the information.' The exemption is conditional: it 

is lost if the intermediary has 'actual knowledge' of an unlawful act and fails to 'expeditiously 

remove or disable access to that material' upon receipt of actual knowledge or a court order. 

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 

2021 impose specific due diligence obligations on intermediaries, including requirements to 
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take down content upon receiving a complaint. However, enforcement of these obligations in 

cyberbullying cases remains inconsistent, and the 'actual knowledge' threshold has been 

interpreted narrowly by intermediaries.  

Bharatiya Nyaya Sanhita, 2023 – 

Prior to the enactment of the Bharatiya Nyaya Sanhita, 2023 (BNS), which repealed and 

replaced the Indian Penal Code 1860 from 01 July 2024 several IPC provisions were regularly 

applied to cyberbullying. Most of these are substantially re-enacted in the BNS, though with 

some modifications.  

Criminal intimidation (Section 351 BNS) penalises the threat of injury to a person, their 

reputation, or property with intent to cause alarm or to compel the threatened person to do or 

abstain from an act.23 It applies to cyberbullying involving threats, for example, threats to post 

embarrassing material unless the victim complies with a demand. However, it requires proof 

of a specific threat accompanied by intent to cause alarm, which may not be provable in cases 

of sustained ambient harassment without explicit threats.  

Defamation (Section 356 BNS) remains a potentially applicable provision where cyberbullying 

involves the deliberate spreading of false statements of fact that harm the victim's reputation. 

The offence carries imprisonment of up to two years. However, defamation law in India is 

primarily criminal in character (unlike in the UK, where it is primarily civil), and initiating 

criminal defamation proceedings requires filing a complaint in a Magistrate's court, a process 

that is slow, expensive, and inaccessible to most adolescent victims. Furthermore, defamation 

law is inapplicable to truthful statements, however humiliating, and to expressions of opinion. 

Section 75 (sexual harassment, including unwelcome physical contact, demands for sexual 

favours, or showing pornography) and Section 77 (voyeurism) have some application to sexual 

cyberbullying. Section 78 specifically criminalises stalking, including following a person 

online or through electronic communication, despite a clear indication of disinterest by such a 

woman.' As noted above, the gender-specific framing of Section 78 leaves male victims and 

victims of same-sex cyberbullying without a specific statutory remedy.  

Section 351 BNS (criminal intimidation by anonymous communication) penalises criminal 

intimidation where 'the threat is conveyed by an anonymous communication.' This is directly 

 
23 Bharatiya Nyaya Sanhita, 2023.  
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applicable to anonymous cyberbullying involving threats. However, the maximum penalty — 

two years' imprisonment may be disproportionately low given the severity of harm that 

sustained anonymous online harassment can cause.  

The BNS has introduced Section 77 (voyeurism) and Section 78 (stalking), which broadly 

replicate the 2013 amendments to the IPC. Notably, the BNS has introduced a new Section 79 

on 'act endangering sovereignty or integrity of India' but has not introduced any new 

cyberbullying-specific provision, representing a missed legislative opportunity in a 

comprehensive criminal law reform.  

Protection of Children from Sexual Offences Act 2012 – 

The Protection of Children from Sexual Offences Act 2012 (POCSO), as amended in 2019, is 

the primary legislation protecting children from sexual abuse and exploitation. Several of its 

provisions are relevant in the context of cyberbullying involving sexual content directed at or 

involving minors.24  

Section 11 of POCSO defines 'sexual harassment' of a child to include, inter alia, 'any person 

with sexual intent who utters, makes, or uses... any obscene or sexually coloured remark or 

gesture towards a child.' The 2019 amendment expanded the definition to include commission 

of the offence through 'telecom or internet facility.' This renders Section 11 directly applicable 

to online sexual harassment of minors, with imprisonment of up to three years and/or a fine.  

Section 13 of POCSO penalises 'child pornography,' defined to include any visual depiction of 

a child engaged in sexually explicit conduct. The 2019 amendment extended liability to persons 

who 'store or possess child pornographic material' for commercial purposes or otherwise. 

Sections 14 and 15 impose penalties for the use of children for pornographic purposes and for 

the storage and transmission of child pornography, with substantially enhanced penalties for 

repeat offenders.  

While POCSO is an important instrument for the most serious forms of child sexual 

exploitation online, its limitation in the cyberbullying context is that it applies only to sexual 

offences against children under eighteen. Non-sexual cyberbullying, even when it causes 

severe psychological harm to a minor, falls entirely outside POCSO's scope. Furthermore, 

POCSO's enforcement requires reporting to the police, which many child victims and their 

 
24 Protection of Children from Sexual Offences Act, 2012.  
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families are reluctant to do, and the Act does not provide for civil remedies or platform 

accountability mechanisms.  

The Digital Personal Data Protection Act 2023 – 

The Digital Personal Data Protection Act, 2023 (DPDP Act), which received Presidential 

assent in August 2023 and is expected to be fully notified in 2025-26, represents a significant 

development in India's data protection landscape. Its relevance to cyberbullying is primarily 

indirect but potentially significant.25 The DPDP Act imposes obligations on 'data fiduciaries' 

(entities processing personal data) to obtain informed consent before processing personal data, 

maintain appropriate security safeguards, and process data only for specified purposes. In the 

cyberbullying context, the DPDP Act may impose obligations on social media platforms as 

data fiduciaries: the nonconsensual sharing of a victim's personal information (doxxing), 

location data, or intimate images by a third party constitutes processing of personal data without 

consent in breach of the Act's requirements.  

Section 9 of the DPDP Act imposes enhanced obligations in respect of 'children's data,' 

requiring verifiable parental consent before processing the personal data of minors and 

prohibiting tracking, behavioural monitoring, or targeted advertising directed at children. The 

Act empowers the Data Protection Board of India (DPBI) to impose significant financial 

penalties for non-compliance up to Rs. 250 crores for individual violations and up to Rs. 500 

crores for 'significant data fiduciaries.' These penalty provisions could, in principle, be invoked 

against platforms that fail to implement adequate safeguards to prevent the non-consensual 

sharing of children's data. However, the DPDP Act's limitations as an anti-cyberbullying 

instrument are significant: it does not create direct criminal liability for individual perpetrators 

of cyberbullying; it is oriented toward data governance rather than online safety; and its 

regulatory body, the DPBI, is not a specialised online safety or child protection authority with 

the expertise and mandate to address cyberbullying comprehensively.  

Judicial Pronouncements – 

Indian courts have had increasing occasion to address cyberbullying-related issues, though a 

coherent and specifically tailored jurisprudence has yet to emerge. In Avnish Bajaj v State 

 
25 Digital Personal Data Protection Act, 2023.  
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(NCT of Delhi) (2005),26, the Delhi High Court addressed the liability of an online platform 

(Baazee.com, later acquired by eBay India) for hosting an obscene video on its site. The court's 

analysis of intermediary liability laid early foundations for what would later become the 

Section 79 safe-harbour doctrine, establishing that mere hosting of content does not 

automatically render a platform liable if it lacks knowledge of the unlawful nature of the 

content.  

In Shreya Singhal v Union of India (2015), 27the Supreme Court's five-judge bench not only 

struck down Section 66A as unconstitutional but also authoritatively interpreted Section 79 to 

require that the 'actual knowledge' necessary to forfeit safe harbour protection must come from 

a court order or government notification, not merely from a private complaint. While this 

interpretation was intended to protect platforms from being pressured into censorship by 

private complainants, it has had the unintended consequence of making it more difficult for 

cyberbullying victims to obtain rapid platform-level redress.  

In Prajwala v Union of India (WP(Crl.) 3/2015),28 the Supreme Court issued directions to the 

government and major online platforms regarding the removal of non-consensual intimate 

images. The court directed the government to work with platforms to develop hash-based 

technology to prevent recirculation of reported intimate images — an early instance of the court 

invoking its supervisory jurisdiction to enforce platform accountability for image-based 

cyberbullying.  

In Justice K.S. Puttaswamy v Union of India (2017),29 the nine-judge bench's unanimous 

recognition of privacy as a fundamental right under Article 21 has profound implications for 

cyberbullying law: it establishes that the state has not only a negative duty to refrain from 

violating privacy but a positive obligation to protect privacy against violation by non-state 

actors, including cyberbullies and the platforms that facilitate them.  

Various High Courts have addressed cyberbullying cases in their original and appellate 

jurisdictions. The Bombay High Court in Pooja Bhatt v Anand Singh30 granted an interim 

injunction restraining the defendant from continuing to post defamatory and harassing content 

 
26 Avnish Bajaj v. State (NCT of Delhi) 2005  
27 Shreya Singhal v. Union of India 2015  
28 Prajwala v. Union of India 2015  
29 K.S. Puttaswamy v. Union of India 2017  
30 Pooja Bhatt v. Anand Singh 2020  
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about the petitioner on social media platforms. The Kerala High Court in Resmi Joseph v. State 

of Kerala (2022) directed police to register an FIR in a cyberbullying case involving minor 

victims, emphasising the police's obligation to act promptly in such cases. These decisions, 

while not creating binding precedent, demonstrate growing judicial attentiveness to the 

seriousness of cyberbullying.  

Critical Analysis of the Existing Legal Framework – 

Despite the existence of several legal provisions dealing with cyber-related offences, the 

current framework in India remains inadequate to effectively address the growing issue of 

cyberbullying. The legal response is fragmented, reactive, and lacks clarity, which limits its 

effectiveness in providing justice and protection to victims.  

Lack of Specific Legislation: One of the most significant shortcomings is the absence of a 

dedicated law that specifically defines and addresses cyberbullying as a distinct offence. At 

present, provisions under the Information Technology Act, 2000 and the Bharatiya Nyaya 

Sanhita 2023 are used to deal with related offences such as harassment, defamation, and 

obscenity. However, these laws do not directly recognise cyberbullying in all its forms. This 

creates several problems. Firstly, there is no clear and uniform legal definition of 

cyberbullying, which leads to ambiguity in interpretation. Secondly, victims often face 

difficulty in registering FIRs under appropriate sections because their experiences may not 

neatly fit into existing legal categories. Lastly, the absence of a specific law results in 

inconsistent judicial decisions, as courts interpret similar cases differently.  

Overlapping Legal Provisions: Another major issue is the presence of overlapping provisions 

across different laws. Various aspects of cyberbullying are covered under multiple statutes, 

which leads to confusion among victims, law enforcement authorities, and even legal 

practitioners. This overlap complicates the legal process, delays justice, and sometimes results 

in improper application of legal provisions.31 Instead of simplifying the process, the 

multiplicity of laws creates procedural hurdles.  

Increasing Incidents and Severity: With the rapid expansion of digital platforms and social 

media, cyberbullying has increased both in frequency and intensity. The anonymity and wide 

reach of the internet enable perpetrators to harass victims with minimal fear of immediate 

 
31 Rachna and Varshney R., Cyberbullying and Cyberstalking Laws in India.  
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consequences. Common forms of cyberbullying include online harassment and trolling, 

cyberstalking, morphing of images and revenge pornography, and doxing (leaking personal 

information without consent). These acts can have severe consequences on victims, including 

mental trauma, anxiety, depression, and in extreme cases, suicidal tendencies. Additionally, 

victims often suffer damage to their reputation and social standing.  

Inadequate Protection for Vulnerable Groups: Cyberbullying disproportionately affects 

vulnerable groups, particularly women and children. Although laws like the Protection of 

Children from Sexual Offences Act, 2012 protect minors, they do not comprehensively cover 

all forms of cyberbullying. Women frequently face online abuse, cyberstalking, and image-

based harassment, which often go unreported or inadequately addressed. Children, due to their 

limited awareness and emotional vulnerability, are particularly susceptible to online 

exploitation and bullying.  

Weak Enforcement and Investigation Challenges: Even where laws exist, their enforcement 

remains weak. Law enforcement agencies often lack the necessary technical expertise to handle 

cybercrime cases effectively. Additionally, tracing anonymous offenders is a complex and 

time-consuming process. Delays in investigation and legal proceedings further discourage 

victims from seeking justice and reduce the deterrent effect of the law.  

Jurisdictional and Cross-Border Issues: Cyberbullying frequently involves perpetrators 

operating from different states or countries, which creates jurisdictional complications. This 

makes it difficult to determine which authority has the power to investigate and prosecute the 

offence. Cross-border offences further complicate matters due to differences in legal systems 

and challenges in extradition. 

Lack of Accountability of Social Media Platforms: Social media platforms play a central 

role in the spread of cyberbullying, but often fail to act promptly against harmful content. 
32Delays in content removal and weak grievance redressal mechanisms allow abusive material 

to remain online for extended periods. This lack of accountability contributes to the persistence 

of cyberbullying and reduces trust in digital platforms.  

Low Awareness and Social Stigma: A large number of cyberbullying cases go unreported 

due to a lack of awareness and social stigma. Many victims are unaware of their legal rights 

 
32 National Crime Records Bureau Cyber Crime Reports.  



VOL. 5 ISSUE 3 Journal of Legal Research and Juridical Sciences ISSN (O): 2583-0066 

www.jlrjs.com  674 

 

and the remedies available to them. Fear of judgment, victim-blaming, and lack of trust in 

authorities further discourage reporting. This silence allows perpetrators to continue their 

actions without consequences.  

LEGAL GAPS AND CHALLENGES IN ADDRESSING CYBERBULLYING  

Cyberbullying has become a significant legal and social issue in the digital era. Although India 

has introduced various laws to regulate cyber activities, the existing legal framework is not 

fully equipped to address the complex and evolving nature of cyberbullying. 33The problem 

lies not only in the absence of specific provisions but also in gaps related to enforcement, 

awareness, and technological challenges. The following discussion highlights the major legal 

gaps and challenges in detail.  

Absence of a Specific Cyberbullying Law: One of the primary shortcomings of the Indian 

legal system is the lack of a dedicated law that specifically defines and criminalises 

cyberbullying. At present, provisions under the Information Technology Act, 2000 and the 

Bharatiya Nyaya Sanhita, 2023, are used to deal with related offences such as harassment, 

defamation, and obscenity. However, these laws do not comprehensively cover all forms of 

cyberbullying. This absence leads to ambiguity and inconsistency. Victims often face difficulty 

in identifying the appropriate legal provision, while authorities may interpret cases differently. 

The lack of a clear definition also results in uneven judicial decisions. 

Fragmented and Overlapping Legal Provisions: Cyberbullying is addressed through 

multiple laws and provisions, leading to a fragmented legal framework. Different aspects of 

cyberbullying fall under various sections dealing with defamation, criminal intimidation, 

stalking, and obscenity. This overlap creates confusion and procedural delays. Law 

enforcement agencies may struggle to apply the correct provisions, and victims may face 

difficulties in navigating the legal process. Consequently, cases become complex, and the 

chances of effective prosecution are reduced.  

Weak Enforcement Mechanism: Even where laws exist, their implementation remains weak. 

Many law enforcement agencies lack adequate infrastructure, technical expertise, and 

resources to handle cybercrime cases efficiently. Cyberbullying cases often require specialised 

skills in digital forensics and online investigation. However, limited training and delays in 
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investigation reduce the effectiveness of legal action. This results in low conviction rates and 

weak deterrence, allowing offenders to continue their behaviour without fear of punishment.  

Anonymity and Technological Barriers: One of the major challenges in addressing 

cyberbullying is the anonymity provided by the internet. Offenders frequently use fake profiles, 

pseudonyms, and tools such as VPNs to hide their identity. This makes it difficult for 

authorities to trace and identify the perpetrators. The ease of creating multiple accounts further 

complicates the situation, as offenders can continue their activities even after being blocked or 

reported. This anonymity encourages repeated offences and weakens legal accountability.  

Jurisdictional and Cross-Border Issues: Cyberbullying often involves individuals located in 

different states or countries, leading to jurisdictional complications. Determining which 

authority has the power to investigate and prosecute becomes challenging. Cross-border cases 

are even more complex due to differences in legal systems, a lack of cooperation, and 

difficulties in extradition. Although international frameworks like the Budapest Convention on 

Cybercrime exist, limited participation restricts effective global coordination.  

Lack of Accountability of Social Media Platforms: Social media platforms are the primary 

medium through which cyberbullying occurs. However, these platforms often fail to take 

timely and effective action against harmful content. Issues such as delayed removal of 

offensive posts, weak grievance redressal mechanisms, and lack of transparency contribute to 

the persistence of cyberbullying. While the Information Technology (Intermediary Guidelines 

and Digital Media Ethics Code) Rules, 2021 impose certain obligations, enforcement is not 

always strict.34  

Inadequate Protection for Victims: The legal framework largely focuses on punishing 

offenders, while victim protection and rehabilitation receive less attention. Many victims face 

emotional distress, fear of retaliation, and social stigma.35 There is a lack of accessible support 

systems such as counselling services, legal aid, and helplines. This discourages victims from 

reporting incidents and leads to underreporting of cases, allowing cyberbullying to continue 

unchecked.  

Low Awareness and Digital Literacy: A significant number of individuals are unaware of 

cyber laws and the remedies available to them. Victims often do not know how to file 

 
34 Bharatiya Nyaya Sanhita, 2023.  
35 Bhat S. L., Cyber Bullying and Legal Remedies in India.  
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complaints or approach the appropriate authorities. This lack of awareness, combined with 

limited digital literacy, prevents timely reporting and effective use of legal provisions. It also 

contributes to the normalisation of cyberbullying in some cases.  

Misuse of Laws and Free Speech Concerns: Another challenge is balancing the regulation 

of cyberbullying with the protection of freedom of speech. Certain legal provisions have been 

misused in the past, raising concerns about overregulation. For example, Section 66A of the 

Information Technology Act, 2000, was struck down in the landmark case of Shreya Singhal 

v. Union of India for violating the right to freedom of speech. This highlights the need for 

carefully drafted laws that prevent abuse without infringing fundamental rights.  

NEED FOR STRONGER LEGAL PROTECTION AGAINST CYBERBULLYING  

In the contemporary digital era, cyberbullying has emerged as a serious social and legal issue 

that affects individuals across all age groups. The rapid growth of social media platforms, 

smartphones, and online communication has not only enhanced connectivity but has also 

increased exposure to online harassment and abuse. Cyberbullying today extends beyond 

simple online disagreements and includes sustained harassment, threats, and public 

humiliation, which can have long-lasting psychological, emotional, and social consequences.36 

Although India has enacted laws such as the Information Technology Act, 2000 and the 

Bharatiya Nyaya Sanhita, 2023, these provisions remain fragmented and fail to 

comprehensively address the complexities of cyberbullying. This situation clearly highlights 

the urgent need for stronger, more structured, and effective legal protection.  

Absence of a Specific Law: A major limitation in the current legal framework is the absence 

of a dedicated law that specifically defines and criminalises cyberbullying. Existing provisions 

address related offences such as defamation, obscenity, and criminal intimidation, but they do 

not capture the full scope of cyberbullying, which includes behaviours like trolling, 

cyberstalking, online threats, and doxing. The absence of a clear legal definition creates 

confusion for victims, who often struggle to determine the appropriate legal remedy, and for 

law enforcement authorities, who may interpret cases inconsistently.37 This lack of clarity 

results in uneven application of laws and weakens the overall effectiveness of legal protection. 

Therefore, there is a pressing need for a comprehensive statute that clearly defines 
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cyberbullying, categorises its various forms, and prescribes suitable punishments to ensure 

uniformity and clarity.  

Rapid Increase in Cyberbullying Cases: The expansion of digital platforms has led to a 

significant rise in cyberbullying incidents. Social media misuse has made it easier for 

individuals to engage in harassment, trolling, and abusive behaviour with minimal 

accountability. The impact of such actions is severe, as victims often suffer from anxiety, 

depression, emotional distress, and social withdrawal. In extreme cases, cyberbullying has been 

linked to self-harm and suicidal tendencies, particularly among young individuals. The 

growing frequency and intensity of such incidents indicate that existing legal measures are 

insufficient to deter offenders. Thus, stronger laws are required to act as an effective deterrent, 

reduce the occurrence of cyberbullying, and ensure that perpetrators are held accountable for 

their actions.  

Protection of Fundamental Rights: Cyberbullying directly violates fundamental rights 

guaranteed under the Constitution of India. It infringes upon the right to dignity, the right to 

privacy, and the right to life and personal liberty under Article 21. 38The Supreme Court, in 

Justice K.S. Puttaswamy v. Union of India,39 recognised the right to privacy as a fundamental 

right, thereby emphasising the importance of protecting individuals from unwarranted intrusion 

into their personal lives. Cyberbullying undermines these rights by exposing individuals to 

public humiliation, harassment, and invasion of personal space. Hence, stronger legal 

safeguards are essential to ensure that individuals can exercise their fundamental rights freely 

and safely in digital environments.  

Vulnerability of Women and Children: Women and children are among the most vulnerable 

groups affected by cyberbullying. Children, due to their limited awareness and emotional 

maturity, are more susceptible to online harassment and exploitation. Women frequently face 

cyberstalking, online abuse, threats, and image-based harassment, which can have severe social 

and psychological consequences. Although laws such as the Protection of Children from 

Sexual Offences Act, 2012 provide certain protections, they do not comprehensively address 

all forms of cyberbullying. This creates a need for gender-sensitive legal provisions, special 

safeguards for minors, and fast and accessible complaint mechanisms. Additionally, strict 
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punishment for offenders targeting vulnerable groups is necessary to ensure effective 

protection and deterrence.  

Ineffective Enforcement Mechanism: Another major challenge is the weak enforcement of 

existing laws. Even where legal provisions exist, their implementation is often ineffective due 

to a lack of trained cybercrime personnel, limited technological infrastructure, and delays in 

investigation and judicial processes. Cybercrime cases require specialised skills such as digital 

forensics and online evidence tracking, which are not adequately developed in many law 

enforcement agencies. This results in low conviction rates and reduces public confidence in the 

legal system. Therefore, stronger legal protection must be supported by efficient enforcement 

mechanisms, including specialised cybercrime units, proper training of authorities, and 

improved infrastructure.  

Anonymity and Technological Challenges: The anonymity provided by the internet is one of 

the key factors that enable cyberbullying. Offenders often use fake accounts, pseudonyms, and 

technologies such as VPNs to hide their identity, making it difficult for authorities to trace 

them. 40This anonymity not only complicates investigations but also encourages repeat 

offences, as perpetrators feel protected from legal consequences. The ease of creating multiple 

accounts further allows offenders to continue harassment even after being reported or blocked. 

Hence, there is a need for legal provisions that enable faster identification, tracking, and 

prosecution of offenders, while also maintaining a balance with privacy rights.  

Lack of Accountability of Social Media Platforms: Social media platforms play a significant 

role in the spread of cyberbullying, yet their response mechanisms are often inadequate.41 

Delays in removing harmful or abusive content and weak grievance redressal systems allow 

such content to remain accessible for long periods, causing further harm to victims. Although 

the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 

2021 impose certain obligations on intermediaries, enforcement remains inconsistent. 

Therefore, stronger legal measures are required to ensure the quick removal of harmful content, 

fix accountability on platforms, and mandate strict compliance mechanisms. Furthermore, 

considering the global nature of cyberbullying, international cooperation through frameworks 
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like the Budapest Convention on Cybercrime is essential to address cross-border issues 

effectively.  

Low Awareness and Underreporting: A significant challenge in addressing cyberbullying is 

the low level of awareness among the public. Many victims are unaware of their legal rights 

and the remedies available to them. Additionally, fear of social stigma, embarrassment, and 

lack of trust in authorities often prevent victims from reporting incidents. This leads to 

underreporting, allowing offenders to continue their actions without consequences. Therefore, 

there is a need for public awareness campaigns, digital literacy programs, and easy and 

confidential reporting mechanisms to encourage victims to come forward and seek justice.  

Need for Speedy Justice and Victim Support: Delayed justice reduces the effectiveness of 

legal protection and prolongs the suffering of victims. Cyberbullying cases often require 

immediate intervention, such as the removal of harmful content and protection from further 

harassment. However, lengthy legal procedures and a lack of adequate support systems make 

it difficult for victims to obtain timely relief. Therefore, it is essential to establish fast-track 

courts for cyber offences, provide immediate interim relief, and ensure access to psychological 

counselling and legal aid. Strengthening victim protection mechanisms is crucial to ensure that 

victims feel supported and secure throughout the legal process. 

COMPARATIVE PERSPECTIVE  

United States: Federal and State Legislation: The United States presents a complex, 

federalised legal landscape for cyberbullying regulation. At the federal level, there is no single 

comprehensive anti-cyberbullying statute; instead, a patchwork of statutes, each addressing a 

related but distinct concern, collectively provides partial protection.42 The Children's Online 

Privacy Protection Act (COPPA, 1998) regulates the collection of personal data from children 

under thirteen by online services and websites, imposing strict notice, consent, and data 

minimisation obligations. COPPA does not directly address cyberbullying, but its data-

protection framework creates a foundation for platform accountability in the children's online 

safety space. The Interstate Stalking Statute (18 U.S.C. § 2261A), as amended by the Violence 

Against Women Act Reauthorization Act of 2013, criminalises the use of any interactive 

computer service to engage in conduct that causes substantial emotional distress to the victim, 

a provision directly applicable to cyberbullying. The Megan Meier Cyberbullying Prevention 
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Act, introduced in Congress following the tragic suicide of Megan Meier (a 13-year-old who 

took her own life after being cyberbullied through a fictitious MySpace account), would have 

created a specific federal cyberbullying offence but was not enacted.43  

All fifty U.S. states have enacted some form of anti-cyberbullying legislation, though the scope, 

definitions, and penalties vary widely. The most instructive models are those of California and 

New Jersey. California's AB 1866 (2015) and subsequent SB 48 (2021) require school districts 

to have clear cyberbullying policies and empower schools to discipline students for off-campus 

cyberbullying that substantially disrupts school activities. New Jersey's Anti-Bullying Bill of 

Rights (2011, amended 2021), widely regarded as the strongest state-level anti-bullying law in 

the country, mandates investigation of all bullying and cyberbullying complaints, establishes 

Anti-Bullying Coordinators and Specialists in every school, and requires annual reporting to 

the State Legislature. 

The federal Children's Online Safety Act (KOSA, 2023), while still subject to some legislative 

uncertainty as of the time of writing, represents the most significant federal legislative initiative 

in the online child safety space. KOSA would impose a 'duty of care' on covered platforms 

(those designed for, marketed to, or predominantly used by minors) requiring them to prevent 

and mitigate harms, including cyberbullying, harassment, and anxiety. The duty-of-care model 

requiring platforms to act affirmatively to prevent foreseeable harms, not merely to react when 

notified, represents a significant conceptual advance over the notice-and-takedown model of 

Section 79 of the Indian IT Act.  

United Kingdom: Online Safety Act 2023: The United Kingdom's Online Safety Act 2023 

(OSA 2023) is, at the time of writing, the world's most comprehensive piece of legislation 

addressing online harm, including cyberbullying. 44Its analysis is particularly instructive for 

Indian law reform. The OSA 2023 creates a tiered regulatory framework based on platform 

size and risk. All 'user-to-user services' platforms that allow users to share content with other 

users are subject to baseline safety duties. The largest and most systemically important 

platforms ('Category 1 services,' designated on the basis of size and functionalities) face 

additional enhanced duties, including mandatory risk assessments, proactive safety measures, 

and transparency reporting.45  

 
43 Megan Meier Cyberbullying Prevention Act.  
44 Ganguli P., Cyberbullying Legislation in India: Effectiveness and International Perspectives.  
45 Online Safety Act 2023.  



VOL. 5 ISSUE 3 Journal of Legal Research and Juridical Sciences ISSN (O): 2583-0066 

www.jlrjs.com  681 

 

The Act creates two primary categories of 'illegal content': 'priority illegal content' (specified 

in Schedule 7, including terrorist content, child sexual abuse material, and intimate image 

abuse) and other illegal content. Platforms must take 'proportionate steps' to prevent users from 

encountering illegal content, assess the risk of encountering it on their services, and take action 

once they become aware of it.  

Crucially for the cyberbullying context, the OSA 2023 creates specific offences relating to the 

non-consensual sharing of intimate images (Section 188) and 'cyberflashing', the sending of an 

unsolicited sexual image, a provision that directly addresses a highly prevalent form of 

cyberbullying. It also criminalises 'false communications' (sending a communication known to 

be false, intending to cause emotional, psychological, or financial harm) and 'threatening 

communications' (sending threatening communications, intending to cause fear or distress), 

addressing the gap left by the striking down of India's Section 66A. 

The Act establishes Ofcom (the Office of Communications) as the designated online safety 

regulator with powers to investigate platforms, issue enforcement notices, and impose financial 

penalties of up to £18 million or 10% of annual global turnover, whichever is greater, a penalty 

regime with real deterrent force against even the largest global platforms. Ofcom has published 

Codes of Practice setting out specific technical and operational measures platforms must 

implement to discharge their safety duties, including measures specifically addressing 

cyberbullying, harassment, and the protection of children.  

Australia: Online Safety Act 2021: Australia's Online Safety Act 2021, administered by the 

eSafety Commissioner, a statutory office with broad investigative and enforcement powers, 

provides a particularly comprehensive model for addressing cyberbullying of adults and 

children.46 The Act creates an 'Adult Cyber Abuse Scheme' that empowers the eSafety 

Commissioner to receive complaints from adults who have experienced online abuse 

('seriously harmful content' directed at them with intent to cause harm) and to issue removal 

notices to social media platforms requiring removal of the abusive content. Failure to comply 

with a removal notice within 24 hours exposes platforms to civil penalties.  

The 'Cyberbullying Material Targeting Australian Children Scheme' addresses cyberbullying 

of minors specifically: it allows parents or children to complain directly to the eSafety 

 
46 S. Errakot and V. K. Rahoof, “Cyber Bullying: A Need for Separate Provision in Indian Law,” GLS Law 
Journal.  
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Commissioner about cyberbullying material on social media platforms. Where the platform 

fails to address the complaint within 48 hours, the Commissioner may issue an 'end-user notice' 

to the bully (where identified) and an 'ordinary access notice' to the platform requiring removal. 

The Commissioner may also directly remove cyberbullying material from platforms and online 

services in urgent cases.  

The Act's notable features include: a clear and inclusive definition of cyberbullying material; 

a mandatory 48-hour removal obligation for platforms; a specialist regulator with child 

protection expertise; a complaints mechanism accessible to children and their families without 

requiring police involvement; and a tiered penalty regime. The eSafety Commissioner model, 

a single, specialised regulatory body with a clear mandate and accessible complaint 

mechanisms, is particularly relevant for India, which currently lacks any comparable specialist 

authority for online safety.47  

European Union: Digital Services Act: The Digital Services Act (DSA, Regulation 

2022/2065), which became fully applicable in February 2024, establishes a comprehensive 

framework for the regulation of digital platforms in the European Union, with significant 

implications for online harm, including cyberbullying.  

The DSA creates a tiered obligation structure: All 'intermediary services' (including hosting 

services and social media platforms) must comply with baseline transparency and take-down 

requirements; 'very large online platforms' (VLOPs, designated based on reaching more than 

45 million active users in the EU) face additional systemic risk assessment and mitigation 

obligations. VLOPs must conduct annual risk assessments identifying systemic risks arising 

from their services, including 'any negative effects for the exercise of fundamental rights', 'risks 

to public security' and 'risks relating to gender-based violence or protection of minors.'  

They must implement proportionate risk mitigation measures, which may include algorithmic 

changes, platform design modifications, content moderation investments, or cooperation with 

external researchers and civil society organisations. The DSA establishes a 'trusted flagger' 

system whereby accredited organisations with expertise in detecting and reporting certain 

categories of harmful content (including child safety organisations) can submit notices that 

platforms must prioritise and require VLOPs to provide accessible complaint and appeals 

 
47 S. L. Bhat, “Cyber Bullying and Legal Remedies in India: A Critical Analysis,” The Legal Quorum (2025)  
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mechanisms for all content decisions. The European Commission serves as the lead regulator 

for VLOPs and may impose fines of up to 6% of global annual turnover for systemic 

violations.48 The DSA does not create new cyberbullying-specific criminal offences; that 

remains a matter for Member State law. However, by imposing systemic platform obligations, 

risk assessment, mitigation, transparency, and enforcement, it represents a structural approach 

to platform accountability that complements criminal law and provides a model for India's 

regulatory reform.  

Lessons for India: The comparative analysis yields several clear lessons for Indian legislative 

reform. First, the most effective anti-cyberbullying frameworks combine dedicated criminal 

offences with regulatory platform obligations and accessible victim-oriented complaint 

mechanisms rather than relying on any single instrument. Second, a specialised online safety 

regulator with child-protection expertise and clear enforcement powers is essential; leaving 

cyberbullying to general police forces and courts without specialist support is demonstrably 

inadequate. Third, platforms must bear proactive, not merely reactive, obligations: the notice-

and-takedown model is insufficient in an environment where harmful content can spread virally 

within minutes. Fourth, victim-accessible complaint mechanisms that do not require victims to 

identify perpetrators, navigate police bureaucracy, or engage legal counsel before obtaining 

content removal are critical to effective protection. Fifth, mandatory educational curricula 

addressing cyberbullying are a standard feature of the most effective national frameworks and 

should form an integral component of India's response.  

CASE STUDIES AND JUDICIAL INTERVENTION IN CYBERBULLYING  

Cyberbullying has increasingly come before courts, prompting judicial intervention to protect 

victims’ rights and interpret existing laws in the digital context. Through landmark judgments 

and real-life cases, the judiciary has played a crucial role in shaping cyberbullying regulation.  

Shreya Singhal v Union of India49 - 

Shreya Singhal v. Union of India is a landmark 2015 judgment of the Supreme Court of India 

that struck down Section 66A of the Information Technology Act, 2000. The case affirmed the 

 
48 R. Chandra, “Cyberbullying and Indian Legal Regime: An Overview,” Asia Pacific Law & Policy Review  
49 Shreya Singhal vs. Union of India 2015  
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constitutional protection of online speech under Article 19(1)(a) of the Indian Constitution and 

became a defining precedent for digital freedom and free expression in India.  

Decided on: March 24, 2015 

Bench: Justice Rohinton F. Nariman and Justice Jasti Chelameswar 

Outcome: Section 66A of the IT Act declared unconstitutional. 

Filed by: Law student Shreya Singhal (2012)  

Legal Basis: 

• Violation of freedom of speech and expression {Article 19(1)(a)}. 

• Two women were arrested for posting comments on social media criticising a political 

shutdown.   

• They were charged under Section 66A of the Information Technology Act, 2000.   

Arguments and Issues: Petitioners argued that privacy is inherent in dignity, autonomy, and 

personal liberty; Aadhaar’s data collection enabled mass surveillance. The government 

contended privacy was too vague to be fundamental and that Aadhaar furthered legitimate 

welfare objectives. The principal issues were whether privacy exists as a constitutional right 

and whether earlier rulings to the contrary should stand. 

Judgment and Reasoning: The Court unanimously held that privacy is intrinsic to life and 

personal liberty under Article 21 and part of the freedoms guaranteed by Part III of the 

Constitution. It overruled M.P. Sharma and Kharak Singh. Six concurring opinions elaborated 

that privacy encompasses decisional autonomy, bodily integrity, and informational self-

determination. The Court prescribed a three-part test for privacy infringements: legality, 

legitimate state aim, and proportionality. The decision fortified Indian fundamental rights 

jurisprudence and became a basis for later rulings, including Navtej Singh Johar v. Union of 

India (decriminalizing homosexuality) and Joseph Shine v. Union of India. It also spurred 

legislative and policy initiatives on data protection and digital privacy in India, marking a 

constitutional pivot toward individual autonomy in the information age.  

• The Supreme Court struck down Section 66A as unconstitutional.   



VOL. 5 ISSUE 3 Journal of Legal Research and Juridical Sciences ISSN (O): 2583-0066 

www.jlrjs.com  685 

 

• Highlighted the dangers of vague cyber laws. 

• Created a gap in regulating online abuse. 

Legacy: Shreya Singhal v. Union of India continues to shape discussions on online regulation, 

intermediary liability, and free speech. It is frequently cited in subsequent cases addressing 

internet governance and constitutional limits on speech-related offences in India.  

K.S. Puttaswamy v. Union of India50 - 

K.S. Puttaswamy v. Union of India (2017), formally Justice K.S. Puttaswamy (Retd.) and 

Anr v Union of India and Ors., is a landmark decision of the Supreme Court of India that 

unanimously recognised the constitutional right to privacy as a fundamental right. Decided on 

August 24 2017, by a nine-judge bench, it reshaped Indian constitutional jurisprudence and 

redefined state-citizen relations in the digital era.  

Court: Supreme Court of India  

Citation: (2017) 10 SCC 1; W.P. (C) No. 494 of 2012  

Date of Judgment: 24 August 2017  

Bench Strength: 9 judges, headed by Chief Justice J.S. Khehar  

Core Holding: Right to privacy is a fundamental right under Articles 14, 19, and 21 of the 

Constitution  

Background: The case originated from challenges to the Aadhaar biometric identification 

scheme, which sought to collect citizens’ demographic and biometric data for welfare 

distribution. Justice K.S. Puttaswamy, a retired Karnataka High Court judge, filed a petition in 

2012 contending that Aadhaar violated the right to privacy. Conflicting precedents, M.P. 

Sharma v. Satish Chandra (1954) and Kharak Singh v. State of U.P. (1963), had earlier denied 

constitutional protection to privacy, prompting referral to a larger bench.   

Judgment and Reasoning: The Court unanimously held that privacy is intrinsic to life and 

personal liberty under Article 21 and part of the freedoms guaranteed by Part III of the 

 
50 K.S. Puttaswamy v. Union of India (2017)  
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Constitution. It overruled M.P. Sharma and Kharak Singh. Six concurring opinions elaborated 

that privacy encompasses decisional autonomy, bodily integrity, and informational self-

determination. The Court prescribed a three-part test for privacy infringements: legality, 

legitimate state aim, and proportionality.  

State of Tamil Nadu v Suhas Katti51 - 

State of Tamil Nadu v. Suhas Katti (2004) was a landmark Indian cybercrime case and the first 

conviction under the Information Technology Act, 2000. It marked a pivotal moment in the 

legal treatment of online harassment and defamation in India. 

Court: Metropolitan Magistrate Court  

Year of Conviction: 2004  

Accused: Suhas Katti  

Charges: Posting obscene, defamatory content online  

Verdict: Guilty under Sections 67 of the IT Act and 509, 469 of the IPC 

Background: The case stemmed from complaints by a woman in Chennai who was harassed 

through obscene and defamatory messages posted in a Yahoo! message group. The accused, 

Suhas Katti, a known acquaintance of the victim, used the platform to circulate false personal 

information, resulting in harassment and mental distress. The victim’s complaint was lodged 

with the Chennai Cyber Crime Cell in 2003.  

Outcome and Impact: The court sentenced Katti to rigorous imprisonment of two years and 

a fine. The case was notable for its swift resolution, completed within seven months of the 

complaint, demonstrating judicial responsiveness to emerging cyber offences. It set a precedent 

for handling online defamation and harassment cases, influencing subsequent interpretations 

of digital evidence and cyber jurisdiction in India.  

 

 
51 State of Tamil Nadu v. Suhas Katti (2004)   
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United States v. Lori Drew52 - 

United States v. Lori Drew was a 2008 federal criminal case arising from a cyberbullying 

incident on the social networking site MySpace. It tested whether violating a website’s terms 

of service could constitute a crime under the Computer Fraud and Abuse Act (CFAA). The 

case drew national attention for its implications on online behaviour, privacy, and free speech.  

Court: U.S. District Court, Central District of California (2008)  

Defendant: Lori Drew of Missouri  

Charge: Violations of the Computer Fraud and Abuse Act  

Verdict: Guilty on misdemeanours (later vacated)  

Subject: Online harassment leading to the suicide of Megan Meier  

Background: In 2006, Lori Drew and others created a fake MySpace profile posing as a 

teenage boy named “Josh Evans.” The fictitious account was used to communicate with 13-

year-old Megan Meier, who later died by suicide after receiving hurtful messages. The case 

attracted wide public outrage and sparked debate about the limits of criminal liability for online 

conduct.  

Legal Issues: Prosecutors charged Drew under the Computer Fraud and Abuse Act, arguing 

that by violating MySpace’s terms of service, she accessed the site “without authorisation.” 

The defence contended that this interpretation would criminalise routine online activity, since 

many users violate website terms unintentionally. The jury convicted Drew on misdemeanour 

counts, but the trial judge ultimately overturned the verdict, ruling that the CFAA did not 

clearly cover breaches of user agreements.  

Judicial Trends and Observations – 

Expanding Interpretation of Laws: Courts are interpreting: 

• IT Act 2000   

 
52 United States v. Lori Drew 2008  
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• Bhartiya Nyaya Sanhita (BNS): To include cyberbullying-related offences like 

harassment, defamation, stalking, and obscenity.   

Recognition of Mental Harm: 

• Courts acknowledge psychological trauma caused by cyberbullying.   

• Emotional distress is increasingly considered in judgments.   

Protection of Women and Children: 

• Special emphasis on safeguarding vulnerable groups.   

Strict action in cases involving:   

• Morphing Images 

• Online Stalking 

• Revenge Porn   

Sazzadur Rahman v. State of Assam53 - 

High Court case involving allegations of cyberbullying and the publication of defamatory, 

obscene content, often discussed in the context of digital harassment and 482 CrPC petitions 

for quashing proceedings.   

Context: The case pertains to a 15-year-old victim for whom a fake Facebook profile was 

created by the accused.  

Allegations: The accused allegedly created the fake profile, added sexually explicit 

photographs of the victim, and shared them online.  

Legal Action: A petition was filed under Section 482 of the Criminal Procedure Code (CrPC) 

to quash the trial court's proceedings.  

Gauhati High Court Ruling: The High Court rejected the application, refusing to interfere 

with the trial court's proceedings, noting that the trial court properly exercised its discretion 

based on available evidence.  

 
53 Sazzadur Rahman v. State of Assam 2020  
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Context in Law: The case is cited regarding the judicial outlook on cyberbullying in India and 

the stringent approach towards offences involving digital harassment of women. 

SUGGESTIONS AND RECOMMENDATIONS 

To effectively combat cyberbullying, a comprehensive and multi-dimensional approach is 

required that combines legal reforms, institutional strengthening, technological innovation, and 

social awareness. The following suggestions and recommendations aim to address the existing 

gaps and ensure a safer digital environment.  

Faster and Victim-Friendly Justice System: One of the most urgent needs is to make the 

justice delivery system more accessible, efficient, and sensitive to victims. Establishing fast-

track cyber courts can significantly reduce delays and ensure speedy disposal of cases. 

Simplifying the process of filing FIRs, especially through online complaint systems, can 

encourage more victims to come forward. It is also crucial to maintain the confidentiality and 

anonymity of victims, particularly minors, to protect them from further harm or social stigma. 

Additionally, strengthening specialised units like Cyber Crime Cells will enhance the capacity 

of law enforcement agencies to handle such cases effectively.  

Stronger Platform Accountability: Social media platforms such as Facebook, Instagram, and 

X play a central role in the spread of cyberbullying and must be held more accountable. These 

platforms should adopt stricter content moderation policies and utilise artificial intelligence 

tools to detect abusive or harmful behaviour in real time. Easy-to-use reporting and blocking 

mechanisms must be provided to users. Moreover, legal liability should be imposed on 

platforms that fail to act promptly on reported abuse, ensuring that they take proactive 

responsibility in maintaining safe online environments.  

Digital Literacy and Awareness: A long-term solution to cyberbullying lies in increasing 

digital literacy and awareness among users. Cyber safety education should be integrated into 

school and college curricula to educate young individuals about responsible online behaviour. 

Awareness campaigns should focus on safe internet usage, privacy protection, and available 

legal remedies. Parents and teachers must also play an active role in monitoring and guiding 

children’s online activities, helping them navigate digital spaces safely. 

Protection of Children and Vulnerable Groups: Special attention must be given to protecting 

children and other vulnerable groups. Laws such as the Protection of Children from Sexual 
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Offences Act, 2012, should be expanded to explicitly include aspects of cyberbullying. 

Educational institutions must adopt strict anti-bullying policies and establish effective reporting 

mechanisms. Providing counselling and psychological support to victims is equally important 

to address the emotional impact of cyberbullying.  

International Cooperation: Since cyberbullying often involves cross-border elements, 

international cooperation is essential. Strengthening collaboration through global frameworks 

like the Budapest Convention on Cybercrime can facilitate data sharing, joint investigations, 

and effective prosecution of offenders operating across jurisdictions. Such cooperation will 

help overcome jurisdictional challenges and improve enforcement.  

Rehabilitation and Counselling: Addressing cyberbullying requires not only punishment but 

also rehabilitation. Victims should be provided with access to mental health support through 

trained professionals to help them recover from trauma. At the same time, corrective programs 

should be introduced for offenders, especially juveniles, to reform their behaviour. Promoting 

restorative justice approaches, where appropriate, can help rebuild relationships and encourage 

accountability.  

Strict Enforcement of Existing Laws: Existing laws must be implemented more effectively. 

Provisions under the Bharatiya Nyaya Sanhita, 2023 and the Information Technology Act, 2000 

should be enforced strictly to ensure accountability. Law enforcement agencies must receive 

proper training in handling cybercrime cases, including digital evidence collection and online 

investigation techniques.  

Encouraging Reporting Culture: Creating an environment where victims feel safe to report 

cyberbullying is essential. Social stigma associated with reporting must be reduced through 

awareness and sensitisation. The establishment of 24/7 helplines and user-friendly online 

complaint portals can make reporting more accessible. Anonymous reporting mechanisms 

should also be introduced to protect victims’ identities and encourage them to come forward.  

Use of Technology for Prevention: Technology itself can be used as a tool to prevent 

cyberbullying. AI-based systems can be developed to detect abusive language, monitor harmful 

trends, and prevent repeated harassment. Encouraging ethical technology development with 

built-in safety features can significantly reduce the occurrence of cyberbullying and create safer 

digital platforms.  
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Comprehensive Definition and Classification of Cyberbullying: The Information 

Technology Act 2000 currently lacks a precise definition of cyberbullying. A clear and 

comprehensive definition is necessary to ensure uniform interpretation and application of the 

law. Cyberbullying should be classified as direct harassment (abusive messages and threats), 

indirect harassment (spreading rumours or creating fake profiles), cyberstalking, and non-

consensual sharing of content. Such classification will help courts in determining appropriate 

punishments and ensure consistency in legal proceedings.  

Enactment of a Dedicated Anti-Cyberbullying Law: India must introduce a standalone 

legislation specifically addressing cyberbullying. This law can draw inspiration from 

international models such as the Malicious Communications Act 1988 and provisions like 

Section 230 of the Communications Decency Act (with necessary reforms). The proposed law 

should clearly define jurisdiction, especially in cross-border cases, provide both civil and 

criminal remedies, and include compensation mechanisms for victims.  

School, College, and Workplace Regulations: Anti-cyberbullying policies should be made 

mandatory in educational institutions and workplaces. These policies can be aligned with 

frameworks such as the University Grants Commission regulations. Institutions must establish 

grievance redressal committees, conduct regular awareness workshops, and provide 

counselling facilities to support victims and prevent incidents.  

Victim Compensation and Civil Remedies: To ensure justice for victims, there should be 

provisions for compensation. The establishment of a Cyberbullying Compensation Fund can 

provide financial relief to victims. Individuals should be allowed to claim damages for mental 

trauma, loss of reputation, and financial loss. Fast-track civil remedies should be introduced 

alongside criminal proceedings to ensure timely and effective relief.  

CONCLUSION  

The nature of cyberbullying is multifaceted, characterised by anonymity, permanence, rapid 

dissemination, and significant psychological impact. Its evolving and borderless character 

makes it a serious challenge for individuals, society, and legal systems. Understanding these 

aspects is essential for developing effective preventive strategies, awareness programs, and 

stronger legal protections in the digital age. In conclusion, cyberbullying is a complex and 

evolving issue shaped by advancements in digital technology. Its unique features make it a 
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serious social and legal concern, emphasising the need for awareness, preventive measures, and 

stronger legal protections.  

The impact of cyberbullying is deep, multifaceted, and long-lasting. It affects not only the 

victim’s mental and emotional health but also their social relationships, academic performance, 

and future opportunities. Moreover, its effects extend to perpetrators, bystanders, families, and 

society at large. Therefore, addressing cyberbullying requires a comprehensive approach 

involving awareness, education, technological safeguards, and stronger legal protections to 

ensure a safer digital environment for all. While India has a patchwork of legal provisions 

addressing various aspects of cyberbullying, the absence of a unified and specific legal 

framework weakens protection for victims. This highlights the urgent need for stronger, clearer, 

and more comprehensive cyberbullying laws in the digital age.  

Cyberbullying poses a significant threat to individual dignity, privacy, and mental well-being 

in the digital age. The existing legal framework is fragmented and insufficient to address its 

complexities. Therefore, there is an urgent need for stronger, comprehensive, and victim-centric 

legal protection, supported by effective enforcement, technological measures, and public 

awareness to ensure a safe and secure digital environment.  

The comparative analysis shows that while many countries do not have a single unified 

cyberbullying law, they have developed effective mechanisms, strong enforcement, and 

preventive strategies. India can significantly improve its legal framework by adopting global 

best practices and creating a comprehensive, victim-centric approach to combat cyberbullying.  

Judicial intervention has played a crucial role in shaping the legal response to cyberbullying. 

Indian courts, particularly the Supreme Court and High Courts, have actively interpreted 

existing laws to address emerging digital harms. However, the absence of dedicated legislation 

highlights the urgent need for comprehensive cyberbullying laws to ensure effective protection 

in the digital age.  

REFERENCES 

• Hinduja, S., & Patchin, J. W. Bullying Beyond the Schoolyard: Preventing and 

Responding to Cyberbullying. Sage Publications, 2018.  

• Bauman, S. Cyberbullying: What Counsellors Need to Know. Wiley-Blackwell, 2014.   



VOL. 5 ISSUE 3 Journal of Legal Research and Juridical Sciences ISSN (O): 2583-0066 

www.jlrjs.com  693 

 

• Kowalski, R. M., Limber, S. P., & Agatston, P. W. Cyberbullying: Bullying in the 

Digital Age. Wiley-Blackwell, 2012.  

• Shariff, S. Cyber-Bullying: Issues and Solutions for the School, the Classroom and the 

Home. Routledge, 2008.   

• Rachna & Varshney, R. “Cyberbullying and Cyberstalking Laws in India: Legal 

Safeguards Against Online Harassment.” African Journal of Biomedical Research, 

2024.   

• Ganguli, P. “Cyberbullying Legislation in India: Effectiveness and International 

Perspectives.” SSRN, 2024.   

• Rachna & Varshney, R. “Cyberbullying and Cyberstalking: Belongings and 

Anticipation Measures in India.” ShodhKosh Journal, 2024.   

• Errakot, S., & Rahoof, V. K. “Cyber Bullying: A Need for Separate Provision in Indian 

Law.” GLS Law Journal.   

• Chandra, R. “Cyberbullying and Indian Legal Regime: An Overview.” Asia Pacific 

Law & Policy Review.   

• Khudhair, N. S. “Cyberbullying – A Critical Analysis of Laws, Criminal Responsibility 

and Jurisdiction.” Journal of Contemporary Issues in Business and Government.   

• Bhat, S. L. “Cyber Bullying and Legal Remedies in India: A Critical Analysis.” The 

Legal Quorum, 2025  

• Tanuja, P. “Cyberbullying – Legal Framework in India.” Lawful Legal, 2025.   

• UNICEF. Cyberbullying: What It Is and How to Stop It. Available at: www.unicef.org   

• National Crime Records Bureau (NCRB). Cyber Crime in India Reports.   

• Ministry of Electronics and Information Technology (MeitY), Government of India – 

Cyber Laws & IT Act Resources.  

 


